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CVE CVE-2004-0113
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-03-29 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Memory leak in ssl_engine_io.c for mod_ssl in Apache 2 before 2.0.49 allows remote attackers to cause a denial of service

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.0.35 All All All


https://cve.report/
https://cve.report/CVE-2004-0113/mitre
https://cve.report/CVE-2004-0113/nist
https://cve.report/CVE-2004-0113/cve_org
https://cve.report/api/cve/CVE-2004-0113.json
https://cve.report/CVE-2004-0113.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server

Application Apache Http Server 2.0.36 All All All
Application Apache Hitp Server 2.0.37 All All All
Application Apache Http Server 2.0.38 All All All
Application Apache Hitp Server 2.0.39 All All All
Application Apache Http Server 2.0.40 All All All
Application Apache Http Server 2.0.41 All All All
Application Apache Http Server 2.0.42 All All All
Application Apache Http Server 2.0.43 All All All
Application Apache Http Server 2.0.44 All All All
Application Apache Http Server 2.0.45 All All All
Application Apache Http Server 2.0.46 All All All
Application Apache Http Server 2.0.47 All All All
Application Apache Http Server 2.0.48 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Pony Mail! af854a3a-2127-422b-91ae

'LNSA-#2004-0006: bug workaround for Apache 2.0.48' - MARC

Apache Mod_SSL HTTP Request Remote Denial Of Service Vulnerability
Pony Mail!

Pony Mail!

Mandrakesoft Security Advisories

Pony Mail!

Pony Mail!

Home - Conectiva

redhat.com | Red Hat Support

Pony Mail!

'cvs commit: httpd-2.0/modules/ssl ssl_engine_io.c' - MARC

Repository / Oval Repository

Pony Mail!

Gentoo Linux Documentation -- Multiple security vulnerabilities in Apache 2

httpd 2.0 vulnerabilities - The Apache HTTP Server Project
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://lists.apache.org/thread.html/r5f9c22f9c28adbd9f00556059edc7b03a5d5bb71d4bb80257c0d34e4%2540%253Ccvs.httpd.apache.org%253E
http://marc.info/?l=bugtraq&m=108034113406858&w=2
http://www.securityfocus.com/bid/9826
https://lists.apache.org/thread.html/r2cb985de917e7da0848c440535f65a247754db8b2154a10089e4247b%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
http://www.mandrakesoft.com/security/advisories?name=MDKSA-2004:043
https://lists.apache.org/thread.html/raa117ef183f0da9b3f46efbeaa66f7622bd68868a450cae4fd8ed594%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb%2540%253Ccvs.httpd.apache.org%253E
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000839
http://www.redhat.com/support/errata/RHSA-2004-084.html
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9%2540%253Ccvs.httpd.apache.org%253E
http://marc.info/?l=apache-cvs&m=107869699329638
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A876
https://lists.apache.org/thread.html/54a42d4b01968df1117cea77fc53d6beb931c0e05936ad02af93e9ac%2540%253Ccvs.httpd.apache.org%253E
http://security.gentoo.org/glsa/glsa-200403-04.xml
http://www.apacheweek.com/features/security-20
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'[product-security@apple.com: APPLE-SA-2004-05-03 Security Update 2004-05-03]' - MARC
"[security bulletin] SSRT4717 rev.0 HP Tru64 UNIX SSL/TLS Potential Remote Denial of Service (DoS)' - MARC
Pony Mail!

IBM X-Force Exchange

27106 — Possible memory leak when accessing SSL port with plain HTTP
Pony Mail!

www.trustix.org/errata/2004/0017

redhat.com | Red Hat Support
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NVD

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox  Fixed in Apache HTTP Server 2.0.49: http://httpd.apache.org/security/vulnerabilities_20.html

There are currently no legacy QID mappings associated with this CVE.
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https://exchange.xforce.ibmcloud.com/vulnerabilities/15419
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