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Summary

CVE CVE-2004-0131

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-03-03 05:00:00 UTC

Updated 2017-10-10 01:30:00 UTC

Description The rad_print_request function in logger.c for GNU Radius daemon (radiusd) before 1.2 allows remote attackers to cause a denial of service (crash) via a UDP packet with an Acct-Status-Type attribute without a value and no Acct-Session-Id attribute, which causes a null dereference.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Radius 1.1 All All All

Application Gnu Radius 1.1 All All All

References

Reference Source Link Tags

ftp.gnu.org/gnu/radius/radius-1.2.tar.gz CONFIRM ftp.gnu.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

GNU Radius Remote Denial Of Service Vulnerability BID www.securityfocus.com Patch, Vendor Advisory

3824 OSVDB www.osvdb.org

Accenture | Let there be change IDEFENSE www.idefense.com

US-CERT Vulnerability Note VU#277396 CERT-VN www.kb.cert.org Third Party Advisory, US Government Resource

Secunia - Advisories - GNU Radius Denial of Service Vulnerability SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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