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AVLACUAUNCCICAC Certain versions of Irix from Sgi contain the following vulnerability:

The syssgi SGI_IOPROBE system call in IRIX 6.5.20 through 6.5.24
allows local users to gain privileges by reading and writing to kernel
memory.

CVE-2004-0135 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity
Low (one |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
(%) SGI 20040601-01-P
Secunia - Advisories - SGI IRIX Privilege Escalation and Denial of Service { SECUNIA 11872
Vulnerabilities
© OSVDB 7122
IBM X-Force Exchange € XF irix-sgiioprobe-gain-
privileges(16413)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are mare annranriate far voir niirnnse CVFrenart dnes not necessarilv endnrse the views exnressed ar eonciir with the facts nresented on these sites Further


https://cve.report/
https://cve.report/CVE-2004-0135/mitre
https://cve.report/CVE-2004-0135/nist
https://cve.report/CVE-2004-0135/cve_org
https://cve.report/CVE-2004-135.pdf
http://cve.report/software/sgi/irix
http://cve.report/vendor/sgi
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
ftp://patches.sgi.com/support/free/security/advisories/20040601-01-P.asc
https://web.archive.org/web/2004/http://secunia.com/advisories/11872
http://www.osvdb.org/7122
https://exchange.xforce.ibmcloud.com/vulnerabilities/16413
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Sqi Irix 3.2 All All All
System

Operating Sgi Irix 3.3 All All All
System

Operating Sqi Irix 3.3.1 All All All
System

Operating Sgi Irix 3.3.2 All All All
System

Operating Sqi Irix 3.3.3 All All All
System

Operating Sgi Irix 4.0 All All All
System

Operating Sqi Irix 4.0.1 All All All
System

Operating Sgi Irix 4.0.1t All All All
System

Operating Sgi Irix 4.0.2 All All All
System

Operating Sgi Irix 4.0.3 All All All
System

Operating Sgqi Irix 4.04 All All All
System

Operating Sgqi Irix 4.0.4b All All All
System

Operating Sgqi Irix 4.0.4t All All All
System

Operating Sgqi Irix 405 All All All
System

Operating Sgi Irix 4.0.5a All All All
System

Operating Sqi Irix 4.0.5b All All All
System

Operating Sgi Irix 4.0.5e All All All
System

Operating Sgqi Irix 4.0.5f All All All
System

Operating Sgi Irix 4.0.5¢9 All All All

System
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cpe:2.3:0:8gi:irix:6.5.22:** *

Kk kKK kK,
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cpe:2.3:0:8gi:irix:6.5.4m:

cpe:2.3:0:8gi:irix:6.5.5:

koK kKKK,

cpe:2.3:0:8gi:irix:6.5.5f*



cpe:2.3:0:8Qi:irix:6.5.8:
cpe:2.3:0:sQi:irix:6.5.8f: "
cpe:2.3:0:8Qi:irix:6.5.8m:
cpe:2.3:0:8Qi:irix:6.5.9:
cpe:2.3:0:8Qi:irix:6.5.9f*

cpe:2.3:0:8Qi:irix:6.5.9m:

cpe:2.3:0:8Qi:irix:6.5_20:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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