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wu-ftpd 2.6.2 and earlier, with the restricted-gid option enabled, allows local users to bypass access restrictions by changin
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Sgi Propack 2.3 All All All
Sgi Propack 2.4 All All All
Sgi Propack 2.3 All All All
Sgi Propack 24 All All All
Washington University Wu-ftpd 241 All All All
Washington University Wou-ftpd 2.4.2 betal8 All academ All
Washington University Wu-ftpd 2.4.2 betal8 vr10 All All All
Washington University Wou-ftpd 2.4.2 betal8 vri1 All All All
Washington University Wu-ftpd 2.4.2 betal8 vr12 All All All
Washington University Wu-ftpd 2.4.2 betal8 vr13 All All All
Washington University Wu-ftpd 2.4.2 betal8 vr14 All All All
Washington University Wu-ftpd 2.4.2_betal8_vr15 All All All
Washington University Wu-ftpd 2.4.2 betal8 vrd All All All
Washington University Wu-ftpd 2.4.2_betal8_vr5 All All All
Washington University Wou-ftpd 2.4.2 betal8 vr6 All All All
Washington University Wu-ftpd 2.4.2_betal8 vr7 All All All
Washington University Wu-ftpd 2.4.2 betal8 vr8 All All All
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Debian -- Security Information -- DSA-457-1 wu-ftpd
redhat.com | Red Hat Support

Repository / Oval Repository

Source

DEBIAN

REDHAT

OVAL

Link
www.debian.org
www.redhat.con

oval.cisecurity.o
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Felicitations ! votre domaine a bien ete cree chez OVH ! FRSIRI www.Irsirt.com

Secunia - Advisories - WU-FTPD Directory Access Restriction Bypass Vulnerability SECUNIA secunia.com
Repository / Oval Repository OVAL oval.cisecurity.o
Repository / Oval Repository OVAL oval.cisecurity.o
Repository / Oval Repository OVAL oval.cisecurity.o
IBM X-Force Exchange XF exchange.xforce
"[security bulletin] SSRT4704 rev.0 HP-UX wu-ftpd local unauthorized access' - MARC HP marc.info
Solaris in.ftipd Directory Access Restriction Bypass Vulnerability - Advisories - Secunia SECUNIA secunia.com

#102356: Security Vulnerability in the Solaris 9 in.ftpd(1M) Server May Allow Unauthorized Directory Access SUNALERT  sunsolve.sun.co

WU-FTPD restricted-gid Unauthorized Access Vulnerability BID www.securityfoc
CVE Program record CVE.ORG WWWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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