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Source Priority CVE Program / NVD first with legacy fallback
2004-03-03 05:00:00 UTC

2017-10-11 01:29:00 UTC

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor
Application Kame
Application Kame

Print: PDF %5

KAME IKE daemon (racoon) does not properly handle hash values, which allows remote attackers to delete certificates via

Product Version Update Edition Language
Racoon all_versions All All All
Racoon all_versions All All All

References

CVE Program record

NVD vulnerability detail

Reference Source
KAME Racoon "Authentication" SA Deletion Vulnerability BID
Repository / Oval Repository OVAL
NetBSD-SA2004-001 NETBSD
'unauthorized deletion of IPsec (and ISAKMP) SAs in racoon' - MARC BUGTRAQ
IBM X-Force Exchange XF
APPLE-SA-2004-02-23 Security Update 2004-02-23 APPLE
IBM X-Force Exchange XF
Repository / Oval Repository OVAL
KAME Racoon "Initial Contact" SA Deletion Vulnerability BID

'Re: unauthorized deletion of IPsec (and ISAKMP) SAs in racoon' - MARC BUGTRAQ

CVE.ORG

NVD

Link Tags
www.securityfocus.com
oval.cisecurity.org

ftp.netbsd.org

marc.info
exchange.xforce.ibmcloud.com
lists.apple.com
exchange.xforce.ibmcloud.com
oval.cisecurity.org
www.securityfocus.com

marc.info

canonical

www.cve.org

nvd.nist.gov

canonical, analys


https://cve.report/
https://cve.report/CVE-2004-0164/mitre
https://cve.report/CVE-2004-0164/nist
https://cve.report/CVE-2004-0164/cve_org
https://cve.report/CVE-2004-0164.pdf
http://cve.report/vendor/kame
http://cve.report/software/kame/racoon
http://cve.report/vendor/kame
http://cve.report/software/kame/racoon
http://www.securityfocus.com/bid/9416
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A947
ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2004-001.txt.asc
http://marc.info/?l=bugtraq&m=107403331309838&w=2
https://exchange.xforce.ibmcloud.com/vulnerabilities/14118
http://lists.apple.com/archives/security-announce/2004/Feb/msg00000.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/14117
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9737
http://www.securityfocus.com/bid/9417
http://marc.info/?l=bugtraq&m=107411758202662&w=2
https://www.cve.org/CVERecord?id=CVE-2004-0164
https://nvd.nist.gov/vuln/detail/CVE-2004-0164
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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