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CVE CVE-2004-0174
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-05-04 04:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Apache 1.4.x before 1.3.30, and 2.0.x before 2.0.49, when using multiple listening sockets on certain platforms, allows rem

/ |

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-667 | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 75 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:N/A:P
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https://cve.report/
https://cve.report/CVE-2004-0174/mitre
https://cve.report/CVE-2004-0174/nist
https://cve.report/CVE-2004-0174/cve_org
https://cve.report/api/cve/CVE-2004-0174.json
https://cve.report/CVE-2004-0174.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Pony Mail! af854a3a-2127-422b-91:
www.trustix.org/errata/2004/0027 af854a3a-2127-422b-91¢
Pony Mail! af854a3a-2127-422b-91:
Pony Mail! af854a3a-2127-422b-91¢
404 Not Found af854a3a-2127-422b-91¢
Pony Mail! af854a3a-2127-422b-91¢
Pony Mail! af854a3a-2127-422b-91:
Pony Mail! af854a3a-2127-422b-91¢
Gentoo Linux Documentation -- Apache 1.3: Multiple vulnerabilities af854a3a-2127-422b-91:
US-CERT Vulnerability Note VU#132110 af854a3a-2127-422b-91:



http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://lists.apache.org/thread.html/r5f9c22f9c28adbd9f00556059edc7b03a5d5bb71d4bb80257c0d34e4%2540%253Ccvs.httpd.apache.org%253E
http://www.trustix.org/errata/2004/0027
https://lists.apache.org/thread.html/r2cb985de917e7da0848c440535f65a247754db8b2154a10089e4247b%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
http://www.apache.org/dist/httpd/CHANGES_1.3
https://lists.apache.org/thread.html/raa117ef183f0da9b3f46efbeaa66f7622bd68868a450cae4fd8ed594%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9%2540%253Ccvs.httpd.apache.org%253E
http://security.gentoo.org/glsa/glsa-200405-22.xml
http://www.kb.cert.org/vuls/id/132110

IBM X-Force Exchange

The Slackware Linux Project: Slackware Security Advisories

"TSLSA-2004-0017 - apache' - MARC

Pony Mail!

Apache Connection Blocking Denial Of Service Vulnerability
'[OpenPKG-SA-2004.021] OpenPKG Security Advisory (apache)' - MARC

SecurityTracker.com Archives - Apache Web Server Socket Starvation Flaw May Let Remote Users Deny Service

marc.info
Pony Mail!
Advisories - Mandriva

Pony Mail!

#101555: Security Vulnerabilities in the Apache Web Server and Apache Modules (formerly Document ID: 57628)

Pony Mail!

'[product-security@apple.com: APPLE-SA-2004-05-03 Security Update 2004-05-03]' - MARC

'[security bulletin] SSRT4717 rev.0 HP Tru64 UNIX SSL/TLS Potential Remote Denial of Service (DoS)' - MARC

Pony Mail!

#57628: Security Vulnerabilities in the Apache Web Server and Apache Modules java.lang.NullPointerException

Secunia - Advisories - Apache Connection Denial of Service Vulnerability

Pony Mail!

Pony Mail!

Repository / Oval Repository

Pony Mail!

Repository / Oval Repository

Pony Mail!

redhat.com | Red Hat Support
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https://exchange.xforce.ibmcloud.com/vulnerabilities/15540
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2004&m=slackware-security.529643
http://marc.info/?l=bugtraq&m=108066914830552&w=2
https://lists.apache.org/thread.html/54a42d4b01968df1117cea77fc53d6beb931c0e05936ad02af93e9ac%2540%253Ccvs.httpd.apache.org%253E
http://www.securityfocus.com/bid/9921
http://marc.info/?l=bugtraq&m=108437852004207&w=2
http://www.securitytracker.com/alerts/2004/Mar/1009495.html
http://marc.info/?l=bugtraq&m=107973894328806&w=2
https://lists.apache.org/thread.html/r5419c9ba0951ef73a655362403d12bb8d10fab38274deb3f005816f5%2540%253Ccvs.httpd.apache.org%253E
http://www.mandriva.com/security/advisories?name=MDKSA-2004:046
https://lists.apache.org/thread.html/5df9bfb86a3b054bb985a45ff9250b0332c9ecc181eec232489e7f79%2540%253Ccvs.httpd.apache.org%253E
http://sunsolve.sun.com/search/document.do?assetkey=1-26-101555-1
https://lists.apache.org/thread.html/r5001ecf3d6b2bdd0b732e527654248abb264f08390045d30709a92f6%2540%253Ccvs.httpd.apache.org%253E
http://marc.info/?l=bugtraq&m=108369640424244&w=2
http://marc.info/?l=bugtraq&m=108731648532365&w=2
https://lists.apache.org/thread.html/rd65d8ba68ba17e7deedafbf5bb4899f2ae4dad781d21b931c2941ac3%2540%253Ccvs.httpd.apache.org%253E
http://sunsolve.sun.com/search/document.do?assetkey=1-26-57628-1
http://secunia.com/advisories/11170
https://lists.apache.org/thread.html/re895fc1736d25c8cf57e102c871613b8aeec9ea26fd8a44e7942b5ab%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9e8622254184645bc963a1d47c5d47f6d5a36d6f080d8d2c43b2b142%2540%253Ccvs.httpd.apache.org%253E
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1982
https://lists.apache.org/thread.html/rf2f0f3611f937cf6cfb3b4fe4a67f69885855126110e1e3f2fb2728e%2540%253Ccvs.httpd.apache.org%253E
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A100110
https://lists.apache.org/thread.html/r0276683d8e1e07153fc8642618830ac0ade85b9ae0dc7b07f63bb8fc%2540%253Ccvs.httpd.apache.org%253E
http://www.redhat.com/support/errata/RHSA-2004-405.html
https://lists.apache.org/thread.html/54a42d4b01968df1117cea77fc53d6beb931c0e05936ad02af93e9ac@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/5df9bfb86a3b054bb985a45ff9250b0332c9ecc181eec232489e7f79@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r0276683d8e1e07153fc8642618830ac0ade85b9ae0dc7b07f63bb8fc@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/re895fc1736d25c8cf57e102c871613b8aeec9ea26fd8a44e7942b5ab@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5419c9ba0951ef73a655362403d12bb8d10fab38274deb3f005816f5@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r2cb985de917e7da0848c440535f65a247754db8b2154a10089e4247b@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9e8622254184645bc963a1d47c5d47f6d5a36d6f080d8d2c43b2b142@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E

Pony Mail! MITRE

Pony Mail! MITRE
Pony Mail! MITRE
Pony Mail! MITRE
Pony Mail! MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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| Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox  Fixed in Apache HTTP Server 2.0.49, and 1.3.31: http://httpd.apache.org/security/vulnerabilities.

Red Hat 2006-08-30 Mark J Cox  Not vulnerable. This issue did not affect Linux.

/

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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https://lists.apache.org/thread.html/raa117ef183f0da9b3f46efbeaa66f7622bd68868a450cae4fd8ed594@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd65d8ba68ba17e7deedafbf5bb4899f2ae4dad781d21b931c2941ac3@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5f9c22f9c28adbd9f00556059edc7b03a5d5bb71d4bb80257c0d34e4@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rf2f0f3611f937cf6cfb3b4fe4a67f69885855126110e1e3f2fb2728e@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5001ecf3d6b2bdd0b732e527654248abb264f08390045d30709a92f6@%253Ccvs.httpd.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2004-0174
https://nvd.nist.gov/vuln/detail/CVE-2004-0174
https://cve.report/
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