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CVE CVE-2004-0179
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-06-01 04:00:00 UTC
Updated 2020-10-13 16:52:00 UTC
Description Multiple format string vulnerabilities in (1) neon 0.24.4 and earlier, and other products that use neon including (2) Cadaver,

/ |

1|

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Openoffice All All All All

Application Apache Openoffice All All All All

Application Apache Subversion All All All All

Application Apache Subversion All All All All

Operating System Debian Debian Linux 3.0 All All All

Operating System Debian Debian Linux 3.0 All All All

Application Webdav Cadaver All All All All

Application Webdav Cadaver All All All All

Application Webdav Neon All All All All

Application Webdav Neon All All All All

Reference Source
Gentoo Linux Documentation -- Multiple format string vulnerabilities in neon 0.24.4 and earlier GENTOO
Advisories - Mandriva MANDRAKE
Neon WebDAV Client Library Format String Vulnerabilities BID
SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: cvs (SUSE-SA:2004:008) SUSE



https://cve.report/
https://cve.report/CVE-2004-0179/mitre
https://cve.report/CVE-2004-0179/nist
https://cve.report/CVE-2004-0179/cve_org
https://cve.report/CVE-2004-0179.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/openoffice
http://cve.report/vendor/apache
http://cve.report/software/apache/openoffice
http://cve.report/vendor/apache
http://cve.report/software/apache/subversion
http://cve.report/vendor/apache
http://cve.report/software/apache/subversion
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/webdav
http://cve.report/software/webdav/cadaver
http://cve.report/vendor/webdav
http://cve.report/software/webdav/cadaver
http://cve.report/vendor/webdav
http://cve.report/software/webdav/neon
http://cve.report/vendor/webdav
http://cve.report/software/webdav/neon
http://security.gentoo.org/glsa/glsa-200405-01.xml
http://www.mandriva.com/security/advisories?name=MDKSA-2004:032
http://www.securityfocus.com/bid/10136
http://lists.suse.com/archive/suse-security-announce/2004-Apr/0003.html

redhat.com | Red Hat Support REDHAT

5365 OSVDB
Repository / Oval Repository OVAL
FEDORA-2004-1552 FEDORA
'[OpenPKG-SA-2004.016] OpenPKG Security Advisory (neon)' - MARC BUGTRAQ
Debian -- Security Information -- DSA-487-1 neon DEBIAN

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: Linux Kernel (SUSE-SA:2004:009) SUSE

redhat.com | Red Hat Support REDHAT
redhat.com | Red Hat Support REDHAT
20040404-01-U SGl
Gentoo Linux Documentation -- OpenOffice.org vulnerability when using DAV servers GENTOO
Repository / Oval Repository OVAL
redhat.com | Red Hat Support REDHAT
Secunia - Advisories - Neon Client Library Format String Vulnerabilities SECUNIA
'void.at - neon format string bugs' - MARC BUGTRAQ
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

900131 CBL-Mariner Linux Security Update for subversion 1.14.0

900132 CBL-Mariner Linux Security Update for c-ares 1.14.0
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://www.redhat.com/support/errata/RHSA-2004-159.html
http://www.osvdb.org/5365
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10913
https://bugzilla.fedora.us/show_bug.cgi?id=1552
http://marc.info/?l=bugtraq&m=108213873203477&w=2
http://www.debian.org/security/2004/dsa-487
http://lists.suse.com/archive/suse-security-announce/2004-Apr/0002.html
http://www.redhat.com/support/errata/RHSA-2004-160.html
http://www.redhat.com/support/errata/RHSA-2004-158.html
ftp://patches.sgi.com/support/free/security/advisories/20040404-01-U.asc
http://security.gentoo.org/glsa/glsa-200405-04.xml
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1065
http://www.redhat.com/support/errata/RHSA-2004-157.html
http://secunia.com/advisories/11363
http://marc.info/?l=bugtraq&m=108214147022626&w=2
https://www.cve.org/CVERecord?id=CVE-2004-0179
https://nvd.nist.gov/vuln/detail/CVE-2004-0179
http://cve.report/qid/900131
http://cve.report/qid/900132
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2004-0179
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


