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Description

/

CVE Program / NVD first with legacy fallback

Risk And Classification

The client for CVS before 1.11 allows a remote malicious CVS server to create arbitrary files using certain RCS diff files tha

1|

Problem Types: NVD-CWE-Oth

er

NVD Known Affected Configurations (CPE 2.3)

Type Vendor

Application Cvs Cvs

Product

Version

All All

Update

Edition Language

All All

References

Reference

Advisories - Mandriva

Secunia - Advisories - FreeBSD update for CVS
Secunia - Advisories - OpenPKG update for CVS
Repository / Oval Repository

Debian -- Security Information -- DSA-486-1 cvs

Secunia - Advisories - OpenBSD update for cvs
redhat.com | Red Hat Support

Secunia - Advisories - SUSE update for CVS
Secunia - Advisories - Slackware update for cvs
Secunia - Advisories - Debian update for cvs

Secunia - Advisories - Red Hat update for CVS

'[FLSA-2004:1620] Updated cvs resolves security vulnerabilities' - MARC

Secunia - Advisories - CVS Path Validation Vulnerabilities

Source

MANDRAKE

SECUNIA

SECUNIA

OVAL

DEBIAN

FEDORA

SECUNIA

REDHAT

SECUNIA

SECUNIA

SECUNIA

SECUNIA

SECUNIA

Link Tags
www.mandriva.com
secunia.com
secunia.com
oval.cisecurity.org
www.debian.org Patch, Vendor /
marc.info
secunia.com
www.redhat.com Patch, Vendor /
secunia.com

secunia.com

secunia.com

secunia.com

secunia.com


https://cve.report/
https://cve.report/CVE-2004-0180/mitre
https://cve.report/CVE-2004-0180/nist
https://cve.report/CVE-2004-0180/cve_org
https://cve.report/CVE-2004-0180.pdf
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://www.mandriva.com/security/advisories?name=MDKSA-2004:028
http://secunia.com/advisories/11391
http://secunia.com/advisories/11377
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1042
http://www.debian.org/security/2004/dsa-486
http://marc.info/?l=bugtraq&m=108636445031613&w=2
http://secunia.com/advisories/11548
http://www.redhat.com/support/errata/RHSA-2004-154.html
http://secunia.com/advisories/11374
http://secunia.com/advisories/11405
http://secunia.com/advisories/11400
http://secunia.com/advisories/11371
http://secunia.com/advisories/11368

FreeBSD-SA-04:07

IBM X-Force Exchange

20040404-01-U

Repository / Oval Repository

Secunia - Advisories - Gentoo update for CVS
ftp.openbsd.org/pub/OpenBSD/patches/3.5/common/002_cvs.patch
The Slackware Linux Project: Slackware Security Advisories
Gentoo Linux Documentation -- CVS Server and Client Vulnerabilities
Secunia - Advisories - Mandrake update for CVS

redhat.com | Red Hat Support

CVE Program record

NVD vulnerability detail
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FREEBSD

XF

SGlI

OVAL

SECUNIA

CONFIRM

SLACKWARE

GENTOO

SECUNIA

REDHAT

CVE.ORG

NVD

ftp.freebsd.org Patch, Vendor /
exchange.xforce.ibmcloud.com
patches.sgi.com
oval.cisecurity.org
secunia.com

ftp.openbsd.org
www.slackware.com
security.gentoo.org
secunia.com

www.redhat.com Patch, Vendor /
canonical

WwWWw.cve.org

nvd.nist.gov canonical, analy

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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ftp://ftp.freebsd.org/pub/FreeBSD/CERT/advisories/FreeBSD-SA-04:07.cvs.asc
https://exchange.xforce.ibmcloud.com/vulnerabilities/15864
ftp://patches.sgi.com/support/free/security/advisories/20040404-01-U.asc
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9462
http://secunia.com/advisories/11380
ftp://ftp.openbsd.org/pub/OpenBSD/patches/3.5/common/002_cvs.patch
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2004&m=slackware-security.400181
http://security.gentoo.org/glsa/glsa-200404-13.xml
http://secunia.com/advisories/11375
http://www.redhat.com/support/errata/RHSA-2004-153.html
https://www.cve.org/CVERecord?id=CVE-2004-0180
https://nvd.nist.gov/vuln/detail/CVE-2004-0180
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