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CVE CVE-2004-0183
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2004-05-04 04:00:00 UTC
Updated 2017-10-11 01:29:00 UTC
Description TCPDUMP 3.8.1 and earlier allows remote attackers to cause a denial of service (crash) via ISAKMP packets containing a
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Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lbl Tcpdump All All All All

References

Reference Source
IBM X-Force Exchange XF
www.tcpdump.org/tcpdump-changes.txt CONFIRM
FEDORA-2004-1468 FEDORA
US-CERT Vulnerability Note VU#240790 CERT-VN
TCPDump ISAKMP Delete Payload Buffer Overrun Vulnerability BID
2004-0015 TRUSTIX
Repository / Oval Repository OVAL
'R7-0017: TCPDUMP ISAKMP payload handling denial-of-service vulnerabilities' - MARC BUGTRAQ
redhat.com | Red Hat Support REDHAT

Security Tracker.com Archives - Tcpdump Boundary Checking Error in 'print-isakmp.c' Lets Remote Users Crash Tcpdump SECTRACK
Debian -- Security Information -- DSA-478-1 tcpdump DEBIAN
Secunia - Advisories - TCPDUMP ISAKMP Payload Handling Denial of Service Vulnerabilities SECUNIA

Rapid7 Advisory R7-0017: TCPDUMP ISAKMP payload handling denial-of-service vulnerabilities MISC

Li

e

bt


https://cve.report/
https://cve.report/CVE-2004-0183/mitre
https://cve.report/CVE-2004-0183/nist
https://cve.report/CVE-2004-0183/cve_org
https://cve.report/CVE-2004-0183.pdf
http://cve.report/vendor/lbl
http://cve.report/software/lbl/tcpdump
https://exchange.xforce.ibmcloud.com/vulnerabilities/15680
http://www.tcpdump.org/tcpdump-changes.txt
https://bugzilla.fedora.us/show_bug.cgi?id=1468
http://www.kb.cert.org/vuls/id/240790
http://www.securityfocus.com/bid/10003
http://www.trustix.org/errata/2004/0015
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A972
http://marc.info/?l=bugtraq&m=108067265931525&w=2
http://www.redhat.com/support/errata/RHSA-2004-219.html
http://securitytracker.com/id?1009593
http://www.debian.org/security/2004/dsa-478
http://secunia.com/advisories/11258
http://www.rapid7.com/advisories/R7-0017.html

Repository / Oval Repository OVAL o\
Secunia - Advisories - OpenPKG update for tcpdump SECUNIA SE€
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NVD vulnerability detail NVD n
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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