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Summary

CVE CVE-2004-0185

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-03-15 05:00:00 UTC

Updated 2017-10-10 01:30:00 UTC

Description Buffer overflow in the skey_challenge function in ftpd.c for wu-ftp daemon (wu-ftpd) 2.6.2 allows remote attackers to cause a denial of service and possibly execute arbitrary code via a s/key (SKEY) request with a long name.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Washington University Wu-ftpd 2.6.2 All All All

Application Washington University Wu-ftpd 2.6.2 All All All

References

Reference Source Link Tags

unixpunx.org is available for purchase - Sedo.com MISC unixpunx.org

Debian -- Security Information -- DSA-457-1 wu-ftpd DEBIAN www.debian.org Patch, Vendor Advisory

ftp.wu-ftpd.org/pub/wu-ftpd/patches/apply_to_2.6.2/skeychallenge.patch CONFIRM ftp.wu-ftpd.org Patch

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Wu-Ftpd S/Key Remote Buffer Overrun Vulnerability BID www.securityfocus.com

'Wu-FTPd SKEY Stack Overflow Vulnerability' - SecuriTeam MISC www.securiteam.com Exploit, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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http://unixpunx.org/txt/exploits_archive/packetstorm/0310-advisories/wuftpd-skey.txt
http://www.debian.org/security/2004/dsa-457
ftp://ftp.wu-ftpd.org/pub/wu-ftpd/patches/apply_to_2.6.2/skeychallenge.patch
http://www.redhat.com/support/errata/RHSA-2004-096.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/13518
http://www.securityfocus.com/bid/8893
http://www.securiteam.com/unixfocus/6X00Q1P8KC.html
https://www.cve.org/CVERecord?id=CVE-2004-0185
https://nvd.nist.gov/vuln/detail/CVE-2004-0185


There are currently no legacy QID mappings associated with this CVE.
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