
CVE-2004-0189
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2004-0189

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-03-15 05:00:00 UTC

Updated 2017-10-10 01:30:00 UTC

Description The "%xx" URL decoding function in Squid 2.5STABLE4 and earlier allows remote attackers to bypass url_regex ACLs via a URL with a NULL ("%00") character, which causes Squid to use only a portion of the requested URL when comparing it against the access control lists.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squid Squid 2.0_patch2 All All All

Application Squid Squid 2.1_patch2 All All All

Application Squid Squid 2.3_stable5 All All All

Application Squid Squid 2.4 All All All

Application Squid Squid 2.4_stable7 All All All

Application Squid Squid 2.5_stable3 All All All

Application Squid Squid 2.5_stable4 All All All

Application Squid Squid 2.0_patch2 All All All

Application Squid Squid 2.1_patch2 All All All

Application Squid Squid 2.3_stable5 All All All

Application Squid Squid 2.4 All All All

Application Squid Squid 2.4_stable7 All All All

Application Squid Squid 2.5_stable3 All All All

Application Squid Squid 2.5_stable4 All All All
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Repository / Oval Repository OVAL oval.cisecurity.org

Squid Proxy NULL URL Character Unauthorized Access Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

redhat.com | Red Hat Support REDHAT www.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

SCOSA-2005.16 SCO ftp.sco.com

Mandrakesoft Security Advisories MANDRAKE www.mandrakesoft.com

www.squid-cache.org/Advisories/SQUID-2004_1.txt CONFIRM www.squid-cache.org Exploit, Patch, Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Gentoo Linux Documentation -- Squid ACL [url_regex] bypass vulnerability GENTOO security.gentoo.org

Debian -- Security Information -- DSA-474-1 squid DEBIAN www.debian.org

redhat.com | Red Hat Support REDHAT www.redhat.com

20040404-01-U SGI patches.sgi.com

5916 OSVDB www.osvdb.org

Home - Conectiva CONECTIVA distro.conectiva.com.br

'[OpenPKG-SA-2004.008] OpenPKG Security Advisory (squid)' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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