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The dissect_attribute_value_pairs function in packet-radius.c for Ethereal 0.8.13 to 0.10.2 allows remote attackers to cause
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Risk And Classification

Problem Types: CWE-476
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Vendor Product Version Update Edition Language
Ethereal Ethereal All All All All
Ethereal Group Ethereal 0.10 All All All
Ethereal Group Ethereal 0.10.1 All All All
Ethereal Group Ethereal 0.10.2 All All All
Ethereal Group Ethereal 0.8.13 All All All
Ethereal Group Ethereal 0.8.14 All All All
Ethereal Group Ethereal 0.8.18 All All All
Ethereal Group Ethereal 0.8.19 All All All
Ethereal Group Ethereal 0.9 All All All
Ethereal Group Ethereal 0.9.1 All All All
Ethereal Group Ethereal 0.9.10 All All All
Ethereal Group Ethereal 0.9.11 All All All
Ethereal Group Ethereal 0.9.12 All All All
Ethereal Group Ethereal 0.9.13 All All All
Ethereal Group Ethereal 0.9.14 All All All
Ethereal Group Ethereal 0.9.15 All All All
Ethereal Group Ethereal 0.9.16 All All All
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Hepository / Uval Hepository UVAL oval.cisecurity.org

redhat.com | Red Hat Support REDHAT www.redhat.com

Home - Conectiva CONECTIVA distro.conectiva.com.br

Ethereal: enpa-sa-00013 CONFIRM www.ethereal.com
'[OpenPKG-SA-2004.015] OpenPKG Security Advisory (ethereal)' - MARC BUGTRAQ marc.info

US-CERT Vulnerability Note VU#124454 CERT-VN www.kb.cert.org L
Repository / Oval Repository OVAL oval.cisecurity.org

'[Ethereal-dev] ethereal radius dissector vulnerability' - MARC MLIST marc.info

'LNSA-#2004-0007: Multiple security problems in Ethereal' - MARC BUGTRAQ marc.info

Gentoo Linux Documentation -- Multiple remote overflows and vulnerabilities in Ethereal GENTOO security.gentoo.org V
Secunia - Advisories - Ethereal Multiple Vulnerabilities SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
Mandriva Security Advisories MANDRAKE  www.mandriva.com

redhat.com | Red Hat Support REDHAT www.redhat.com

CVE Program record CVE.ORG WWW.CVe.org [od
NVD vulnerability detail NVD nvd.nist.gov c

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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