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Double free vulnerability in dtlogin in CDE on Solaris, HP-UX, and other operating systems allows remote attackers to exec

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Ibm Aix 4.3.3 All All All
lbm Aix 5.1 All All All
Ibm Aix 5.2 All All All
lbm Aix 4.3.3 All All All
Ibm Aix 5.1 All All All
lbm Aix 5.2 All All All
Open Group Cde Common Desktop Environment 1.0.1 All All All
Open Group Cde Common Desktop Environment 1.0.2 All All All
Open Group Cde Common Desktop Environment 1.1 All All All
Open Group Cde Common Desktop Environment 1.2 All All All
Open Group Cde Common Desktop Environment 2.0 All All All
Open Group Cde Common Desktop Environment 2.1 All All All
Open Group Cde Common Desktop Environment 2.1.20 All All All
Open Group Cde Common Desktop Environment 1.0.1 All All All
Open Group Cde Common Desktop Environment 1.0.2 All All All
Open Group Cde Common Desktop Environment 1.1 All All All

Open Group Cde Common Desktop Environment 1.2 All All All
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Application Open Group Cde Common Desktop Environment 2.0 All All All
Application Open Group Cde Common Desktop Environment 2.1 All All All
Application Open Group Cde Common Desktop Environment 2.1.20 All All All
Application Xi Graphics Dextop 21 All All All
Application Xi Graphics Dextop 3.0 All All All
Application Xi Graphics Dextop 21 All All All
Application Xi Graphics Dextop 3.0 All All All
Reference

Common Desktop Environment DTLogin XDMCP Parser Remote Double Free Vulnerability
IBM X-Force Exchange

101478

Secunia - Advisories - Common Desktop Environment dtlogin XDMCP Parsing Vulnerability
Repository / Oval Repository

57539

US-CERT Vulnerability Note VU#179804

404 Not Found

Secunia - Advisories - Sun Solaris CDE dtlogin XDMCP Parsing Vulnerability

0-129: Common Desktop Environment (CDE) dtlogin XDMCP parser Vulnerability
[Dailydave] dtlogin advisory

20040801-01-P

AusCERT - ESB-2004.0345 -- HP SECURITY BULLETIN - HPSBUX01038 -- SSRT4721 rev.0 HP-UX dtlogin unauthorized privileged access,
Secunia - Advisories - AlX dtlogin XDMCP Parsing Vulnerability

20040323 how much fun can you have with UDP?

Secunia - Advisories - HP-UX dtlogin XDMCP Parsing Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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