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CVE CVE-2004-0398
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-07-07 04:00:00 UTC
Updated 2020-10-09 17:06:00 UTC
Description Heap-based buffer overflow in the ne_rfc1036_parse date parsing function for the neon library (libneon) 0.24.5 and earlier,

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 3.0 All All All

Operating System Debian Debian Linux 3.0 All All All

Application Webdav Cadaver All All All All

Application Webdav Cadaver All All All All

Application Webdav Neon All All All All

Reference Source Lir
redhat.com | Red Hat Support REDHAT WW
6302 OSvDB ww
0-148: Linux Neon and Cadaver Buffer Overflow Vulnerability CIAC WW
Secunia - Advisories - Gentoo update for neon SECUNIA sec
IBM X-Force Exchange XF ex(

Neohapsis Archives - Full Disclosure List - #0982 - [Full-Disclosure] Advisory 06/2004: libneon date parsing vulnerability =~ FULLDISC arc
Home - Conectiva CONECTIVA dis
Debian -- Security Information -- DSA-507-1 cadaver DEBIAN Ww

Advisories - Mandriva MANDRAKE ww



https://cve.report/
https://cve.report/CVE-2004-0398/mitre
https://cve.report/CVE-2004-0398/nist
https://cve.report/CVE-2004-0398/cve_org
https://cve.report/CVE-2004-0398.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/webdav
http://cve.report/software/webdav/cadaver
http://cve.report/vendor/webdav
http://cve.report/software/webdav/cadaver
http://cve.report/vendor/webdav
http://cve.report/software/webdav/neon
http://www.redhat.com/support/errata/RHSA-2004-191.html
http://www.osvdb.org/6302
http://www.ciac.org/ciac/bulletins/o-148.shtml
http://secunia.com/advisories/11673
https://exchange.xforce.ibmcloud.com/vulnerabilities/16192
http://archives.neohapsis.com/archives/fulldisclosure/2004-05/0982.html
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000841
http://www.debian.org/security/2004/dsa-507
http://www.mandriva.com/security/advisories?name=MDKSA-2004:049

FEDORA-2004-1552 FEDORA bug
Gentoo Linux Documentation -- cadaver heap-based buffer overflow GENTOO se(
Debian -- Security Information -- DSA-506-1 neon DEBIAN WW
'[OpenPKG-SA-2004.024] OpenPKG Security Advisory (neon)' - MARC BUGTRAQ ma
'Advisory 06/2004: libneon date parsing vulnerability' - MARC BUGTRAQ ma
Secunia - Advisories - Neon Date Parsing Heap Overflow Vulnerability SECUNIA sec
Neon WebDAV Client Library ne_rfc1036_parse Function Heap Overflow Vulnerability BID WW
Gentoo Linux Documentation -- neon heap-based buffer overflow GENTOO sec
Secunia - Advisories - Debian update for libneon SECUNIA sec
CVE Program record CVE.ORG WW
NVD vulnerability detail NVD nvc
q |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

900131 CBL-Mariner Linux Security Update for subversion 1.14.0

900132 CBL-Mariner Linux Security Update for c-ares 1.14.0
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