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Summary

CVE CVE-2004-0417

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-08-06 04:00:00 UTC

Updated 2018-05-03 01:29:00 UTC

Description Integer overflow in the "Max-dotdot" CVS protocol command (serve_max_dotdot) for CVS 1.12.x through 1.12.8, and 1.11.x through 1.11.16, may allow remote attackers to cause a server crash, which could cause temporary data to remain undeleted and consume disk space.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cvs Cvs 1.10.7 All All All

Application Cvs Cvs 1.10.8 All All All

Application Cvs Cvs 1.11 All All All

Application Cvs Cvs 1.11.1 All All All

Application Cvs Cvs 1.11.10 All All All

Application Cvs Cvs 1.11.11 All All All

Application Cvs Cvs 1.11.14 All All All

Application Cvs Cvs 1.11.15 All All All

Application Cvs Cvs 1.11.16 All All All

Application Cvs Cvs 1.11.1_p1 All All All

Application Cvs Cvs 1.11.2 All All All

Application Cvs Cvs 1.11.3 All All All

Application Cvs Cvs 1.11.4 All All All

Application Cvs Cvs 1.11.5 All All All

Application Cvs Cvs 1.11.6 All All All

Application Cvs Cvs 1.12.1 All All All

Application Cvs Cvs 1.12.2 All All All
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Application Cvs Cvs 1.12.2 All All All

Application Cvs Cvs 1.12.5 All All All

Application Cvs Cvs 1.12.7 All All All

Application Cvs Cvs 1.12.8 All All All

Application Cvs Cvs 1.10.7 All All All

Application Cvs Cvs 1.10.8 All All All

Application Cvs Cvs 1.11 All All All

Application Cvs Cvs 1.11.1 All All All

Application Cvs Cvs 1.11.10 All All All

Application Cvs Cvs 1.11.11 All All All

Application Cvs Cvs 1.11.14 All All All

Application Cvs Cvs 1.11.15 All All All

Application Cvs Cvs 1.11.16 All All All

Application Cvs Cvs 1.11.1_p1 All All All

Application Cvs Cvs 1.11.2 All All All

Application Cvs Cvs 1.11.3 All All All

Application Cvs Cvs 1.11.4 All All All

Application Cvs Cvs 1.11.5 All All All

Application Cvs Cvs 1.11.6 All All All

Application Cvs Cvs 1.12.1 All All All

Application Cvs Cvs 1.12.2 All All All

Application Cvs Cvs 1.12.5 All All All

Application Cvs Cvs 1.12.7 All All All

Application Cvs Cvs 1.12.8 All All All

Operating System Gentoo Linux 1.4 All All All

Operating System Gentoo Linux 1.4 All All All

Operating System Openbsd Openbsd All All All All

Operating System Openbsd Openbsd 3.4 All All All

Operating System Openbsd Openbsd 3.5 All All All

Operating System Openbsd Openbsd All All All All

Operating System Openbsd Openbsd 3.4 All All All

Operating System Openbsd Openbsd 3.5 All All All

Application Openpkg Openpkg All All All All

Application Openpkg Openpkg 1.3 All All All

Application Openpkg Openpkg 2.0 All All All

Application Openpkg Openpkg All All All All
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Application Openpkg Openpkg 1.3 All All All

Application Openpkg Openpkg 2.0 All All All

Application Sgi Propack 2.4 All All All

Application Sgi Propack 3.0 All All All

Application Sgi Propack 2.4 All All All

Application Sgi Propack 3.0 All All All

References

Reference Source Link Tags

Advisories - Mandriva MANDRAKE www.mandriva.com

Gentoo Linux Documentation -- CVS: additional DoS and arbitrary code execution vulnerabilities GENTOO security.gentoo.org Vendor Advisory

[Full-Disclosure] Advisory 09/2004: More CVS remote vulnerabilities FULLDISC lists.grok.org.uk

redhat.com | Red Hat Support REDHAT www.redhat.com

20040605-01-U SGI patches.sgi.com

Repository / Oval Repository OVAL oval.cisecurity.org

Repository / Oval Repository OVAL oval.cisecurity.org

'[OpenPKG-SA-2004.027] OpenPKG Security Advisory (cvs)' - MARC BUGTRAQ marc.info

e-matters : SECURITY MISC security.e-matters.de

Debian -- Security Information -- DSA-519-1 cvs DEBIAN www.debian.org Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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