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Summary

CVE CVE-2004-0469

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-07-07 04:00:00 UTC

Updated 2017-07-11 01:30:00 UTC

Description Buffer overflow in the ISAKMP functionality for Check Point VPN-1 and FireWall-1 NG products, before VPN-1/FireWall-1 R55 HFA-03, R54 HFA-410 and NG FP3 HFA-325, or VPN-1 SecuRemote/SecureClient R56, may allow remote attackers to execute arbitrary code during VPN tunnel negotiation.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Firewall-1 All All vsx-ng-ai All

Application Checkpoint Firewall-1 2.0 All gx All

Application Checkpoint Firewall-1 2.0.1 All vsx All

Application Checkpoint Firewall-1 All All vsx-ng-ai All

Application Checkpoint Firewall-1 2.0 All gx All

Application Checkpoint Firewall-1 2.0.1 All vsx All

Application Checkpoint Next Generation All All fp3 All

Application Checkpoint Next Generation All All fp3 All

Application Checkpoint Ng-ai r54 All All All

Application Checkpoint Ng-ai r55 All All All

Application Checkpoint Ng-ai r54 All All All

Application Checkpoint Ng-ai r55 All All All

Application Checkpoint Vpn-1 vsx_2.0.1 All All All

Application Checkpoint Vpn-1 vsx_ng_with_application_intelligence All All All

Application Checkpoint Vpn-1 vsx_2.0.1 All All All

Application Checkpoint Vpn-1 vsx_ng_with_application_intelligence All All All
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References

Reference Source Link Tags

Check Point Software: ISAKMP Vulnerability CHECKPOINT www.checkpoint.com Patch, Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Check Point VPN-1 ISAKMP Remote Buffer Overflow Vulnerability BID www.securityfocus.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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