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AVNACHAUNCPIP/AP Certain versions of Windows Xp from Microsoft contain the following

vulnerability:

issue.

CVE-2004-0474 has been assigned by [f] cve@mitre.org to track the vulnerability

Help Center (HelpCtr.exe) may allow remote attackers to read or
execute arbitrary files via an "http://" or "file://" argument to the topic
parameter in an hcp:// URL. NOTE: since the initial report of this
problem, several researchers have been unable to reproduce this

CVSS2 Score: ~5.1-MEDIUM
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CVE References

Description

Neohapsis Archives - Full Disclosure List - #0688 - Re: [Full-Disclosure]
Re: HelpCtr - allow open any page or run

'Re: HelpCtr - allow open any page or run' - MARC

Neohapsis Archives - Full Disclosure List - #0450 - Re: [Full-Disclosure]
Re: HelpCtr - allow open any page or run

Neohapsis Archives - Full Disclosure List - #0440 - [Full-Disclosure] Re:
HelpCtr - allow open any page or run

Tags

text/html
Not Archived

[marc.nto

text/html
Not Archived

Vendor Advisory

Link

(3) FULLDISC 20040213 Re:
HelpCtr - allow open any page
or run

(%) BUGTRAQ 20040211 Re:
HelpCitr - allow open any page
or run

) FULLDISC 20040210 Re:
HelpCtr - allow open any page
or run

(%) FULLDISC 20040210 Re:
HelpCitr - allow open any page
or run


https://cve.report/
https://cve.report/CVE-2004-0474/mitre
https://cve.report/CVE-2004-0474/nist
https://cve.report/CVE-2004-0474/cve_org
https://cve.report/CVE-2004-474.pdf
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2004/http://archives.neohapsis.com/archives/fulldisclosure/2004-02/0688.html
http://marc.info/?l=bugtraq&m=107652584102003&w=2
https://web.archive.org/web/2004/http://archives.neohapsis.com/archives/fulldisclosure/2004-02/0450.html
https://web.archive.org/web/2004/http://archives.neohapsis.com/archives/fulldisclosure/2004-02/0440.html

text/html
Not Archived

IBM X-Force Exchange € XF winxp-helpctr-hcp-
xss(15101)

SecurityFocus En (D BUGTRAQ 20040207

HelpCitr - allow open any page
text/html orrun

Microsoft Windows XP HCP URI Handler Arbitrary Command Execution EZ () BID 9621

Vulnerability Vendor Advisory
cve.report (archive)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows Xp All All home All
System

Operating Microsoft Windows Xp All gold professional All
System

Operating Microsoft Windows Xp All spi home All
System

Operating Microsoft Windows Xp All All home All
System

Operating Microsoft Windows Xp All gold professional All
System

Operating Microsoft Windows Xp All sp1i home All
System

Skkakukk.

cpe:2.3:0:microsoft:windows_xp:*:gold:professional:*:*:*:*:*:

dkak kKK,

cpe:2.3:0:microsoft:windows_xp:*:sp1:home:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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