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CVE-2004-0488

MITRE NVD CVE.ORG Print: PDF %5

CVE-2004-0488

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2004-07-07 04:00:00 UTC

2023-11-07 01:56:00 UTC

Stack-based buffer overflow in the ssl_util_uuencode_binary function in ssl_util.c for Apache mod_ssl, when mod_ssl is cor

| 1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Apache Http Server All All All All
Apache Http Server 1.3 All All All
Apache Http Server 1.3.1 All All All
Apache Http Server 1.3.11 All All All
Apache Http Server 1.3.12 All All All
Apache Http Server 1.3.14 All All All
Apache Http Server 1.3.17 All All All
Apache Http Server 1.3.18 All All All
Apache Hitp Server 1.3.19 All All All
Apache Http Server 1.3.20 All All All
Apache Hitp Server 1.3.22 All All All
Apache Http Server 1.3.23 All All All
Apache Hittp Server 1.3.24 All All All
Apache Http Server 1.3.25 All All All
Apache Http Server 1.3.26 All All All
Apache Hittp Server 1.3.27 All All All
Apache Http Server 1.3.28 All All All
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Operating System Openbsd Openbsd current All All All
Operating System Redhat Enterprise Linux Server 2.0 All All All
Operating System Redhat Enterprise Linux Workstation 2.0 All All All
Application Sgi Propack 2.4 All All All
Application Sgqi Propack 2.4 All All All
Application Tinysofa Tinysofa Enterprise Server 1.0 All All All
Application Tinysofa Tinysofa Enterprise Server 1.0_u All All All
Application Tinysofa Tinysofa Enterprise Server 1.0 All All All
Application Tinysofa Tinysofa Enterprise Server 1.0_u1 All All All
Operating System Trustix Secure Linux 1.5 All All All
Operating System Trustix Secure Linux 2.0 All All All
Operating System Trustix Secure Linux 2.1 All All All
Operating System Trustix Secure Linux 1.5 All All All
Operating System Trustix Secure Linux 2.0 All All All
Operating System Trustix Secure Linux 2.1 All All All
Reference Source Link

redhat.com | Red Hat Support REDHAT www.redhat.com
Pony Mail! lists.apache.org
Pony Mail! lists.apache.org
redhat.com | Red Hat Support REDHAT www.redhat.com
"[security bulletin] SSRT4777 HP-UX Apache, PHP remote code execution, Denial of Service' - MARC HP marc.info

Pony Mail! lists.apache.org
Apache 'mod_ssl' 'ssl_util_uuencode_binary()' Stack Buffer Overflow Vulnerability BID www.securityfocus.co
Pony Mail! MLIST lists.apache.org
IBM X-Force Exchange XF exchange.xforce.ibmc
Pony Mail! lists.apache.org
Pony Mail! lists.apache.org
Pony Mail! lists.apache.org
20040605-01-U SGl patches.sgi.com
Pony Mail! MLIST lists.apache.org
'[OpenPKG-SA-2004.026] OpenPKG Security Advisory (apache)' - MARC BUGTRAQ  marc.info

Pony Mail! MLIST lists.apache.org
2004-0031 TRUSTIX www.trustix.net
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http://www.redhat.com/support/errata/RHSA-2004-342.html
http://marc.info/?l=bugtraq&m=109181600614477&w=2
https://lists.apache.org/thread.html/r9e8622254184645bc963a1d47c5d47f6d5a36d6f080d8d2c43b2b142%2540%253Ccvs.httpd.apache.org%253E
http://www.securityfocus.com/bid/10355
https://lists.apache.org/thread.html/rd65d8ba68ba17e7deedafbf5bb4899f2ae4dad781d21b931c2941ac3@%253Ccvs.httpd.apache.org%253E
https://exchange.xforce.ibmcloud.com/vulnerabilities/16214
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https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
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Apache 2008-07-02 Mark J Cox  Fixed in Apache HTTP Server 2.0.50: http://httpd.apache.org/security/vulnerabilities_20.html

There are currently no legacy QID mappings associated with this CVE.
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