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Summary

CVE CVE-2004-0488

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-07-07 04:00:00 UTC

Updated 2023-11-07 01:56:00 UTC

Description Stack-based buffer overflow in the ssl_util_uuencode_binary function in ssl_util.c for Apache mod_ssl, when mod_ssl is configured to trust the issuing CA, may allow remote attackers to execute arbitrary code via a client certificate with a long subject DN.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.25 All All All

Application Apache Http Server 1.3.26 All All All

Application Apache Http Server 1.3.27 All All All

Application Apache Http Server 1.3.28 All All All

https://cve.report/
https://cve.report/CVE-2004-0488/mitre
https://cve.report/CVE-2004-0488/nist
https://cve.report/CVE-2004-0488/cve_org
https://cve.report/CVE-2004-0488.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server


Application Apache Http Server 1.3.28 All All All

Application Apache Http Server 1.3.29 All All All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.31 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.6 All All All

Application Apache Http Server 1.3.7 All dev All

Application Apache Http Server 1.3.9 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.28 beta All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All

Application Apache Http Server 2.0.9 All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All
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Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.25 All All All

Application Apache Http Server 1.3.26 All All All

Application Apache Http Server 1.3.27 All All All

Application Apache Http Server 1.3.28 All All All

Application Apache Http Server 1.3.29 All All All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.31 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.6 All All All

Application Apache Http Server 1.3.7 All dev All

Application Apache Http Server 1.3.9 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.28 beta All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All

Application Apache Http Server 2.0.9 All All All

Operating System Debian Debian Linux 3.0 All All All
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Operating System Debian Debian Linux 3.0 All All All

Operating System Gentoo Linux 1.4 All All All

Operating System Gentoo Linux 1.4 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All amd64 All

Operating System Mandrakesoft Mandrake Linux 9.1 All All All

Operating System Mandrakesoft Mandrake Linux 9.1 All ppc All

Operating System Mandrakesoft Mandrake Linux 9.2 All All All

Operating System Mandrakesoft Mandrake Linux 9.2 All amd64 All

Operating System Mandrakesoft Mandrake Linux 10.0 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All amd64 All

Operating System Mandrakesoft Mandrake Linux 9.1 All All All

Operating System Mandrakesoft Mandrake Linux 9.1 All ppc All

Operating System Mandrakesoft Mandrake Linux 9.2 All All All

Operating System Mandrakesoft Mandrake Linux 9.2 All amd64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All x86_64 All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All x86_64 All

Application Mandrakesoft Mandrake Multi Network Firewall 8.2 All All All

Application Mandrakesoft Mandrake Multi Network Firewall 8.2 All All All

Application Mod Ssl Mod Ssl 2.8.10 All All All

Application Mod Ssl Mod Ssl 2.8.12 All All All

Application Mod Ssl Mod Ssl 2.8.15 All All All

Application Mod Ssl Mod Ssl 2.8.16 All All All

Application Mod Ssl Mod Ssl 2.8.7 All All All

Application Mod Ssl Mod Ssl 2.8.10 All All All

Application Mod Ssl Mod Ssl 2.8.12 All All All

Application Mod Ssl Mod Ssl 2.8.15 All All All

Application Mod Ssl Mod Ssl 2.8.16 All All All

Application Mod Ssl Mod Ssl 2.8.7 All All All

Operating System Openbsd Openbsd 3.4 All All All

Operating System Openbsd Openbsd 3.5 All All All

Operating System Openbsd Openbsd current All All All

Operating System Openbsd Openbsd 3.4 All All All

Operating System Openbsd Openbsd 3.5 All All All

http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/linux
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux_corporate_server
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux_corporate_server
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux_corporate_server
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_linux_corporate_server
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_multi_network_firewall
http://cve.report/vendor/mandrakesoft
http://cve.report/software/mandrakesoft/mandrake_multi_network_firewall
http://cve.report/vendor/mod_ssl
http://cve.report/software/mod_ssl/mod_ssl
http://cve.report/vendor/mod_ssl
http://cve.report/software/mod_ssl/mod_ssl
http://cve.report/vendor/mod_ssl
http://cve.report/software/mod_ssl/mod_ssl
http://cve.report/vendor/mod_ssl
http://cve.report/software/mod_ssl/mod_ssl
http://cve.report/vendor/mod_ssl
http://cve.report/software/mod_ssl/mod_ssl
http://cve.report/vendor/mod_ssl
http://cve.report/software/mod_ssl/mod_ssl
http://cve.report/vendor/mod_ssl
http://cve.report/software/mod_ssl/mod_ssl
http://cve.report/vendor/mod_ssl
http://cve.report/software/mod_ssl/mod_ssl
http://cve.report/vendor/mod_ssl
http://cve.report/software/mod_ssl/mod_ssl
http://cve.report/vendor/mod_ssl
http://cve.report/software/mod_ssl/mod_ssl
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd


Operating System Openbsd Openbsd current All All All

Operating System Redhat Enterprise Linux Server 2.0 All All All

Operating System Redhat Enterprise Linux Workstation 2.0 All All All

Application Sgi Propack 2.4 All All All

Application Sgi Propack 2.4 All All All

Application Tinysofa Tinysofa Enterprise Server 1.0 All All All

Application Tinysofa Tinysofa Enterprise Server 1.0_u1 All All All

Application Tinysofa Tinysofa Enterprise Server 1.0 All All All

Application Tinysofa Tinysofa Enterprise Server 1.0_u1 All All All

Operating System Trustix Secure Linux 1.5 All All All

Operating System Trustix Secure Linux 2.0 All All All

Operating System Trustix Secure Linux 2.1 All All All

Operating System Trustix Secure Linux 1.5 All All All

Operating System Trustix Secure Linux 2.0 All All All

Operating System Trustix Secure Linux 2.1 All All All

References
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NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox Fixed in Apache HTTP Server 2.0.50: http://httpd.apache.org/security/vulnerabilities_20.html

There are currently no legacy QID mappings associated with this CVE.
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