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Summary

CVE CVE-2004-0491

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description The linux-2.4.21-mlock.patch in Red Hat Enterprise Linux 3 does not properly maintain the mlock page count when one process unlocks pages that belong to another process, which allows local users to mlock more memory than specified by the rlimit.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 3.0 All All All

Operating System Redhat Enterprise Linux 3.0 All All All

References

Reference Source Link Tags

Repository / Oval Repository OVAL oval.cisecurity.org

'Re: disable-cap-mlock' - MARC MLIST marc.info

20060402-01-U SGI patches.sgi.com

Repository / Oval Repository OVAL oval.cisecurity.org

126411 – CVE-2004-0491 mlock accounting issue CONFIRM bugzilla.redhat.com

Linux Kernel Local MEMLOCK RLIMIT Bypass Denial Of Service Vulnerability BID www.securityfocus.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

SGI ProPack kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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