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CVE CVE-2004-0523
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-08-18 04:00:00 UTC
Updated 2020-01-21 15:47:00 UTC
Description Multiple buffer overflows in krb5_aname_to_localname for MIT Kerberos 5 (krb5) 1.3.3 and earlier allow remote attackers tc

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mit Kerberos 1.0 All All All
Application Mit Kerberos 1.0.8 All All All
Application Mit Kerberos 1.2.2.betal All All All
Application Mit Kerberos 1.0 All All All
Application Mit Kerberos 1.0.8 All All All
Application Mit Kerberos 1.2.2.betal All All All
Application Mit Kerberos 5 1.0 All All All
Application Mit Kerberos 5 1.0.6 All All All
Application Mit Kerberos 5 1.1 All All All
Application Mit Kerberos 5 1.1.1 All All All
Application Mit Kerberos 5 1.2 All All All
Application Mit Kerberos 5 1.2 betal All All
Application Mit Kerberos 5 1.2 beta2 All All
Application Mit Kerberos 5 1.2.1 All All All
Application Mit Kerberos 5 1.2.2 All All All
Application Mit Kerberos 5 1.2.3 All All All
Application Mit Kerberos 5 1.2.4 All All All
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References

Reference

20040604-01-U

20040605-01-U

IBM X-Force Exchange

Home - Conectiva

MDKSA-2004:056

101512

CVE Program record

NVD vulnerability detail

1

Repository / Oval Repository
Repository / Oval Repository

US-CERT Vulnerability Note VU#686862

Repository / Oval Repository

Repository / Oval Repository

redhat.com | Red Hat Support

"TSLSA-2004-0032 - kerberos' - MARC

'TSSA-2004-009 - kerberos5' - MARC

Debian -- Security Information -- DSA-520-1 krb5

LWN: Fedora alert FEDORA-2004-149 (krb5)

'MITKRB5-SA-2004-001: buffer overflows in krb5 _aname_to_localname' - MARC

Gentoo Linux Documentation -- mit-krb5: Multiple buffer overflows in krb5_aname_to_localname

Nn vandnr cammente have heen ciihmitted far thie C\/F

MIT Kerberos 5 KRB5_AName_To_Localname Multiple Principal Name Buffer Overrun Vulnerabilities

Source
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CERT-VN

BID
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There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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