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Summary

CVE CVE-2004-0526

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-08-06 04:00:00 UTC

Updated 2021-07-23 12:55:00 UTC

Description Unknown versions of Internet Explorer and Outlook allow remote attackers to spoof a legitimate URL in the status bar via A HREF tags with modified "alt" values that point to the legitimate site, combined with an image map whose href points to the malicious site, which facilitates a "phishing" attack.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 5.0 All All All

Application Microsoft Ie 5.0.1 All All All

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All

Application Microsoft Ie 5.0.1 sp3 All All

Application Microsoft Ie 5.0.1 sp4 All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Ie 5.0 All All All

Application Microsoft Ie 5.0.1 All All All

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All

Application Microsoft Ie 5.0.1 sp3 All All

Application Microsoft Ie 5.0.1 sp4 All All
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Application Microsoft Ie 5.0.1 sp4 All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Internet Explorer 5.0 All All All

Application Microsoft Internet Explorer 5.0.1 All All All

Application Microsoft Internet Explorer 5.0.1 sp1 All All

Application Microsoft Internet Explorer 5.0.1 sp2 All All

Application Microsoft Internet Explorer 5.0.1 sp3 All All

Application Microsoft Internet Explorer 5.0.1 sp4 All All

Application Microsoft Internet Explorer 5.5 All All All

Application Microsoft Internet Explorer 5.5 sp1 All All

Application Microsoft Internet Explorer 5.5 sp2 All All

Application Microsoft Internet Explorer 6.0 All All All

Application Microsoft Outlook 2000 All All All

Application Microsoft Outlook 2000 sp2 All All

Application Microsoft Outlook 2000 sp3 All All

Application Microsoft Outlook 2000 sr1 All All

Application Microsoft Outlook 2002 All All All

Application Microsoft Outlook 2002 sp1 All All

Application Microsoft Outlook 2002 sp2 All All

Application Microsoft Outlook 2002 sp3 All All

Application Microsoft Outlook 2003 All All All

Application Microsoft Outlook 97 All All All

Application Microsoft Outlook 98 All All All

Application Microsoft Outlook 2000 All All All

Application Microsoft Outlook 2000 sp2 All All

Application Microsoft Outlook 2000 sp3 All All

Application Microsoft Outlook 2000 sr1 All All

Application Microsoft Outlook 2002 All All All

Application Microsoft Outlook 2002 sp1 All All

Application Microsoft Outlook 2002 sp2 All All

Application Microsoft Outlook 2002 sp3 All All

Application Microsoft Outlook 2003 All All All
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Application Microsoft Outlook 97 All All All

Application Microsoft Outlook 98 All All All

Application Microsoft Outlook Express 4.0 All All All

Application Microsoft Outlook Express 4.01 sp2 All All

Application Microsoft Outlook Express 4.27.3110 All All All

Application Microsoft Outlook Express 4.72.2106 All All All

Application Microsoft Outlook Express 4.72.3120.0 All All All

Application Microsoft Outlook Express 4.72.3612 All All All

Application Microsoft Outlook Express 5.0 All All All

Application Microsoft Outlook Express 5.0.1 All All All

Application Microsoft Outlook Express 5.5 All All All

Application Microsoft Outlook Express 6.0 All All All

Application Microsoft Outlook Express 4.0 All All All

Application Microsoft Outlook Express 4.01 sp2 All All

Application Microsoft Outlook Express 4.27.3110 All All All

Application Microsoft Outlook Express 4.72.2106 All All All

Application Microsoft Outlook Express 4.72.3120.0 All All All

Application Microsoft Outlook Express 4.72.3612 All All All

Application Microsoft Outlook Express 5.0 All All All

Application Microsoft Outlook Express 5.0.1 All All All

Application Microsoft Outlook Express 5.5 All All All

Application Microsoft Outlook Express 6.0 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Internet Explorer ImageMap URL Spoof Vulnerability (vuln id: 0405132) MISC www.kurczaba.com

Neohapsis Archives - Bugtraq - #0161 - Microsoft Internet Explorer ImageMap URL Spoof Vulnerability BUGTRAQ archives.neohapsis.com

Microsoft Internet Explorer Embedded Image URI Obfuscation Weakness BID www.securityfocus.com

'DEEP SEA PHISHING: Internet Explorer / Outlook Express' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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