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Summary

CVE CVE-2004-0551

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-08-06 04:00:00 UTC

Updated 2017-07-11 01:30:00 UTC

Description Cisco CatOS 5.x before 5.5(20) through 8.x before 8.2(2) and 8.3(2)GLX, as used in Catalyst switches, allows remote attackers to cause a denial of service (system crash and reload) by sending invalid packets instead of the final ACK portion of the three-way handshake to the (1) Telnet, (2) HTTP, or (3) SSH services, aka "TCP-ACK DoS attack."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Catalyst 2901 All All All All

Hardware Cisco Catalyst 2901 All All All All

Hardware Cisco Catalyst 2902 All All All All

Hardware Cisco Catalyst 2902 All All All All

Hardware Cisco Catalyst 2926 All All All All

Hardware Cisco Catalyst 2926 All All All All

Hardware Cisco Catalyst 2926f All All All All

Hardware Cisco Catalyst 2926f All All All All

Hardware Cisco Catalyst 2926gl All All All All

Hardware Cisco Catalyst 2926gl All All All All

Hardware Cisco Catalyst 2926gs All All All All

Hardware Cisco Catalyst 2926gs All All All All

Hardware Cisco Catalyst 2926t All All All All

Hardware Cisco Catalyst 2926t All All All All

Hardware Cisco Catalyst 2948 All All All All

Hardware Cisco Catalyst 2948 All All All All

Hardware Cisco Catalyst 2948-ge-tx All All All All
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Hardware Cisco Catalyst 2948-ge-tx All All All All

Hardware Cisco Catalyst 2948-ge-tx All All All All

Hardware Cisco Catalyst 2948g-l3 All All All All

Hardware Cisco Catalyst 2948g-l3 All All All All

Hardware Cisco Catalyst 2980g All All All All

Hardware Cisco Catalyst 2980g All All All All

Hardware Cisco Catalyst 2980g-a All All All All

Hardware Cisco Catalyst 2980g-a All All All All

Hardware Cisco Catalyst 4000 All All All All

Hardware Cisco Catalyst 4000 All All All All

Hardware Cisco Catalyst 4500 All All All All

Hardware Cisco Catalyst 4500 All All All All

Hardware Cisco Catalyst 4503 All All All All

Hardware Cisco Catalyst 4503 All All All All

Hardware Cisco Catalyst 4506 All All All All

Hardware Cisco Catalyst 4506 All All All All

Hardware Cisco Catalyst 4507r All All All All

Hardware Cisco Catalyst 4507r All All All All

Hardware Cisco Catalyst 4510r All All All All

Hardware Cisco Catalyst 4510r All All All All

Hardware Cisco Catalyst 4912g All All All All

Hardware Cisco Catalyst 4912g All All All All

Hardware Cisco Catalyst 5000 All All All All

Hardware Cisco Catalyst 5000 All All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-1 2.2(1a) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-1 2.2\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-1 3.1(1a) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-1 3.1\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-1 2.2\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-1 3.1\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-2 2.2(1a) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-2 2.2\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-2 3.1(1a) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-2 3.1\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-2 2.2\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-svc-nam-2 3.1\(1a\) All All All
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Hardware Cisco Catalyst 6000 Ws-x6380-nam 2.1(2) All All All

Hardware Cisco Catalyst 6000 Ws-x6380-nam 2.1\(2\) All All All

Hardware Cisco Catalyst 6000 Ws-x6380-nam 3.1(1a) All All All

Hardware Cisco Catalyst 6000 Ws-x6380-nam 3.1\(1a\) All All All

Hardware Cisco Catalyst 6000 Ws-x6380-nam 2.1\(2\) All All All

Hardware Cisco Catalyst 6000 Ws-x6380-nam 3.1\(1a\) All All All

Operating System Cisco Catos 2.1(1) All All All

Operating System Cisco Catos 2.1(10) All All All

Operating System Cisco Catos 2.1(11) All All All

Operating System Cisco Catos 2.1(12) All All All

Operating System Cisco Catos 2.1(2) All All All

Operating System Cisco Catos 2.1(3) All All All

Operating System Cisco Catos 2.1(4) All All All

Operating System Cisco Catos 2.1(5) All All All

Operating System Cisco Catos 2.1(6) All All All

Operating System Cisco Catos 2.1(7) All All All

Operating System Cisco Catos 2.1(8) All All All

Operating System Cisco Catos 2.1(9) All All All

Operating System Cisco Catos 2.1\(10\) All All All

Operating System Cisco Catos 2.1\(11\) All All All

Operating System Cisco Catos 2.1\(12\) All All All

Operating System Cisco Catos 2.1\(1\) All All All

Operating System Cisco Catos 2.1\(2\) All All All

Operating System Cisco Catos 2.1\(3\) All All All

Operating System Cisco Catos 2.1\(4\) All All All

Operating System Cisco Catos 2.1\(5\) All All All

Operating System Cisco Catos 2.1\(6\) All All All

Operating System Cisco Catos 2.1\(7\) All All All

Operating System Cisco Catos 2.1\(8\) All All All

Operating System Cisco Catos 2.1\(9\) All All All

Operating System Cisco Catos 2.2(1) All All All

Operating System Cisco Catos 2.2(2) All All All

Operating System Cisco Catos 2.2\(1\) All All All

Operating System Cisco Catos 2.2\(2\) All All All

Operating System Cisco Catos 2.3(1) All All All

Operating System Cisco Catos 2.3\(1\) All All All
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Operating System Cisco Catos 2.3\(1\) All All All

Operating System Cisco Catos 2.4(1) All All All

Operating System Cisco Catos 2.4(2) All All All

Operating System Cisco Catos 2.4(3) All All All

Operating System Cisco Catos 2.4(4) All All All

Operating System Cisco Catos 2.4(5) All All All

Operating System Cisco Catos 2.4(5a) All All All

Operating System Cisco Catos 2.4\(1\) All All All

Operating System Cisco Catos 2.4\(2\) All All All

Operating System Cisco Catos 2.4\(3\) All All All

Operating System Cisco Catos 2.4\(4\) All All All

Operating System Cisco Catos 2.4\(5a\) All All All

Operating System Cisco Catos 2.4\(5\) All All All

Operating System Cisco Catos 3.0(7) All All All

Operating System Cisco Catos 3.0\(7\) All All All

Operating System Cisco Catos 3.1(1) All All All

Operating System Cisco Catos 3.1(2) All All All

Operating System Cisco Catos 3.1(2a) All All All

Operating System Cisco Catos 3.1\(1\) All All All

Operating System Cisco Catos 3.1\(2a\) All All All

Operating System Cisco Catos 3.1\(2\) All All All

Operating System Cisco Catos 3.2(1) All All All

Operating System Cisco Catos 3.2(1b) All All All

Operating System Cisco Catos 3.2(2) All All All

Operating System Cisco Catos 3.2(3) All All All

Operating System Cisco Catos 3.2(4) All All All

Operating System Cisco Catos 3.2(5) All All All

Operating System Cisco Catos 3.2(6) All All All

Operating System Cisco Catos 3.2(7) All All All

Operating System Cisco Catos 3.2(8)gdr All All All

Operating System Cisco Catos 3.2\(1b\) All All All

Operating System Cisco Catos 3.2\(1\) All All All

Operating System Cisco Catos 3.2\(2\) All All All

Operating System Cisco Catos 3.2\(3\) All All All

Operating System Cisco Catos 3.2\(4\) All All All

Operating System Cisco Catos 3.2\(5\) All All All
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Operating System Cisco Catos 3.2\(6\) All All All

Operating System Cisco Catos 3.2\(7\) All All All

Operating System Cisco Catos 3.2\(8\)gdr All All All

Operating System Cisco Catos 4.1(1) All All All

Operating System Cisco Catos 4.1(2) All All All

Operating System Cisco Catos 4.1(3) All All All

Operating System Cisco Catos 4.1\(1\) All All All

Operating System Cisco Catos 4.1\(2\) All All All

Operating System Cisco Catos 4.1\(3\) All All All

Operating System Cisco Catos 4.2(1) All All All

Operating System Cisco Catos 4.2(2) All All All

Operating System Cisco Catos 4.2\(1\) All All All

Operating System Cisco Catos 4.2\(2\) All All All

Operating System Cisco Catos 4.3(1a) All All All

Operating System Cisco Catos 4.3\(1a\) All All All

Operating System Cisco Catos 4.4(1) All All All

Operating System Cisco Catos 4.4\(1\) All All All

Operating System Cisco Catos 4.5(1) All All All

Operating System Cisco Catos 4.5(10) All All All

Operating System Cisco Catos 4.5(11) All All All

Operating System Cisco Catos 4.5(12) All All All

Operating System Cisco Catos 4.5(12a) All All All

Operating System Cisco Catos 4.5(13) All All All

Operating System Cisco Catos 4.5(13a) All All All

Operating System Cisco Catos 4.5(14) All All All

Operating System Cisco Catos 4.5(2) All All All

Operating System Cisco Catos 4.5(3) All All All

Operating System Cisco Catos 4.5(4) All All All

Operating System Cisco Catos 4.5(4b) All All All

Operating System Cisco Catos 4.5(5) All All All

Operating System Cisco Catos 4.5(6) All All All

Operating System Cisco Catos 4.5(6a) All All All

Operating System Cisco Catos 4.5(7) All All All

Operating System Cisco Catos 4.5(8) All All All

Operating System Cisco Catos 4.5(9) All All All
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Operating System Cisco Catos 4.5.10 All All All

Operating System Cisco Catos 4.5\(10\) All All All

Operating System Cisco Catos 4.5\(11\) All All All

Operating System Cisco Catos 4.5\(12a\) All All All

Operating System Cisco Catos 4.5\(12\) All All All

Operating System Cisco Catos 4.5\(13a\) All All All

Operating System Cisco Catos 4.5\(13\) All All All

Operating System Cisco Catos 4.5\(14\) All All All

Operating System Cisco Catos 4.5\(1\) All All All

Operating System Cisco Catos 4.5\(2\) All All All

Operating System Cisco Catos 4.5\(3\) All All All

Operating System Cisco Catos 4.5\(4b\) All All All

Operating System Cisco Catos 4.5\(4\) All All All

Operating System Cisco Catos 4.5\(5\) All All All

Operating System Cisco Catos 4.5\(6a\) All All All

Operating System Cisco Catos 4.5\(6\) All All All

Operating System Cisco Catos 4.5\(7\) All All All

Operating System Cisco Catos 4.5\(8\) All All All

Operating System Cisco Catos 4.5\(9\) All All All

Operating System Cisco Catos 5.1 All All All

Operating System Cisco Catos 5.1(1) All All All

Operating System Cisco Catos 5.1(1)csx All All All

Operating System Cisco Catos 5.1(1a) All All All

Operating System Cisco Catos 5.1(1a)csx All All All

Operating System Cisco Catos 5.1(2a) All All All

Operating System Cisco Catos 5.1(2b) All All All

Operating System Cisco Catos 5.1\(1a\) All All All

Operating System Cisco Catos 5.1\(1a\)csx All All All

Operating System Cisco Catos 5.1\(1\) All All All

Operating System Cisco Catos 5.1\(1\)csx All All All

Operating System Cisco Catos 5.1\(2a\) All All All

Operating System Cisco Catos 5.1\(2b\) All All All

Operating System Cisco Catos 5.2 All All All

Operating System Cisco Catos 5.2(1) All All All

Operating System Cisco Catos 5.2(1)csx All All All

Operating System Cisco Catos 5.2(1a) All All All
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Operating System Cisco Catos 5.2(1a) All All All

Operating System Cisco Catos 5.2(2) All All All

Operating System Cisco Catos 5.2(2)csx All All All

Operating System Cisco Catos 5.2(3) All All All

Operating System Cisco Catos 5.2(3)csx All All All

Operating System Cisco Catos 5.2(3a)csx All All All

Operating System Cisco Catos 5.2(4) All All All

Operating System Cisco Catos 5.2(5) All All All

Operating System Cisco Catos 5.2(6) All All All

Operating System Cisco Catos 5.2(7) All All All

Operating System Cisco Catos 5.2(7a) All All All

Operating System Cisco Catos 5.2\(1a\) All All All

Operating System Cisco Catos 5.2\(1\) All All All

Operating System Cisco Catos 5.2\(1\)csx All All All

Operating System Cisco Catos 5.2\(2\) All All All

Operating System Cisco Catos 5.2\(2\)csx All All All

Operating System Cisco Catos 5.2\(3a\)csx All All All

Operating System Cisco Catos 5.2\(3\) All All All

Operating System Cisco Catos 5.2\(3\)csx All All All

Operating System Cisco Catos 5.2\(4\) All All All

Operating System Cisco Catos 5.2\(5\) All All All

Operating System Cisco Catos 5.2\(6\) All All All

Operating System Cisco Catos 5.2\(7a\) All All All

Operating System Cisco Catos 5.2\(7\) All All All

Operating System Cisco Catos 5.3(1)csx All All All

Operating System Cisco Catos 5.3(1a)csx All All All

Operating System Cisco Catos 5.3(2)csx All All All

Operating System Cisco Catos 5.3(3)csx All All All

Operating System Cisco Catos 5.3(4)csx All All All

Operating System Cisco Catos 5.3(5)csx All All All

Operating System Cisco Catos 5.3(5a)csx All All All

Operating System Cisco Catos 5.3(6)csx All All All

Operating System Cisco Catos 5.3(6a)csx All All All

Operating System Cisco Catos 5.3\(1a\)csx All All All

Operating System Cisco Catos 5.3\(1\)csx All All All

Operating System Cisco Catos 5.3\(2\)csx All All All
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Operating System Cisco Catos 5.3\(3\)csx All All All

Operating System Cisco Catos 5.3\(4\)csx All All All

Operating System Cisco Catos 5.3\(5a\)csx All All All

Operating System Cisco Catos 5.3\(5\)csx All All All

Operating System Cisco Catos 5.3\(6a\)csx All All All

Operating System Cisco Catos 5.3\(6\)csx All All All

Operating System Cisco Catos 5.4 All All All

Operating System Cisco Catos 5.4(1) All All All

Operating System Cisco Catos 5.4(1)deferred All All All

Operating System Cisco Catos 5.4(2) All All All

Operating System Cisco Catos 5.4(2a) All All All

Operating System Cisco Catos 5.4(3) All All All

Operating System Cisco Catos 5.4(4) All All All

Operating System Cisco Catos 5.4(4a) All All All

Operating System Cisco Catos 5.4\(1\) All All All

Operating System Cisco Catos 5.4\(1\)deferred All All All

Operating System Cisco Catos 5.4\(2a\) All All All

Operating System Cisco Catos 5.4\(2\) All All All

Operating System Cisco Catos 5.4\(3\) All All All

Operating System Cisco Catos 5.4\(4a\) All All All

Operating System Cisco Catos 5.4\(4\) All All All

Operating System Cisco Catos 5.5 All All All

Operating System Cisco Catos 5.5(1) All All All

Operating System Cisco Catos 5.5(10) All All All

Operating System Cisco Catos 5.5(10a) All All All

Operating System Cisco Catos 5.5(11) All All All

Operating System Cisco Catos 5.5(11a) All All All

Operating System Cisco Catos 5.5(12) All All All

Operating System Cisco Catos 5.5(12a) All All All

Operating System Cisco Catos 5.5(13) All All All

Operating System Cisco Catos 5.5(13.5) All All All

Operating System Cisco Catos 5.5(13a) All All All

Operating System Cisco Catos 5.5(14) All All All

Operating System Cisco Catos 5.5(15) All All All

Operating System Cisco Catos 5.5(16) All All All
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Operating System Cisco Catos 5.5(16.2) All All All

Operating System Cisco Catos 5.5(17) All All All

Operating System Cisco Catos 5.5(18) All All All

Operating System Cisco Catos 5.5(19) All All All

Operating System Cisco Catos 5.5(1a) All All All

Operating System Cisco Catos 5.5(2) All All All

Operating System Cisco Catos 5.5(3) All All All

Operating System Cisco Catos 5.5(4) All All All

Operating System Cisco Catos 5.5(4a) All All All

Operating System Cisco Catos 5.5(4b) All All All

Operating System Cisco Catos 5.5(5) All All All

Operating System Cisco Catos 5.5(6) All All All

Operating System Cisco Catos 5.5(6a) All All All

Operating System Cisco Catos 5.5(7) All All All

Operating System Cisco Catos 5.5(7a) All All All

Operating System Cisco Catos 5.5(8) All All All

Operating System Cisco Catos 5.5(8a) All All All

Operating System Cisco Catos 5.5(8a)cv All All All

Operating System Cisco Catos 5.5(9) All All All

Operating System Cisco Catos 5.5\(10a\) All All All

Operating System Cisco Catos 5.5\(10\) All All All

Operating System Cisco Catos 5.5\(11a\) All All All

Operating System Cisco Catos 5.5\(11\) All All All

Operating System Cisco Catos 5.5\(12a\) All All All

Operating System Cisco Catos 5.5\(12\) All All All

Operating System Cisco Catos 5.5\(13.5\) All All All

Operating System Cisco Catos 5.5\(13a\) All All All

Operating System Cisco Catos 5.5\(13\) All All All

Operating System Cisco Catos 5.5\(14\) All All All

Operating System Cisco Catos 5.5\(15\) All All All

Operating System Cisco Catos 5.5\(16.2\) All All All

Operating System Cisco Catos 5.5\(16\) All All All

Operating System Cisco Catos 5.5\(17\) All All All

Operating System Cisco Catos 5.5\(18\) All All All

Operating System Cisco Catos 5.5\(19\) All All All

Operating System Cisco Catos 5.5\(1a\) All All All
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Operating System Cisco Catos 5.5\(1a\) All All All

Operating System Cisco Catos 5.5\(1\) All All All

Operating System Cisco Catos 5.5\(2\) All All All

Operating System Cisco Catos 5.5\(3\) All All All

Operating System Cisco Catos 5.5\(4a\) All All All

Operating System Cisco Catos 5.5\(4b\) All All All

Operating System Cisco Catos 5.5\(4\) All All All

Operating System Cisco Catos 5.5\(5\) All All All

Operating System Cisco Catos 5.5\(6a\) All All All

Operating System Cisco Catos 5.5\(6\) All All All

Operating System Cisco Catos 5.5\(7a\) All All All

Operating System Cisco Catos 5.5\(7\) All All All

Operating System Cisco Catos 5.5\(8a\) All All All

Operating System Cisco Catos 5.5\(8a\)cv All All All

Operating System Cisco Catos 5.5\(8\) All All All

Operating System Cisco Catos 5.5\(9\) All All All

Operating System Cisco Catos 6.1 All All All

Operating System Cisco Catos 6.1(1) All All All

Operating System Cisco Catos 6.1(1a) All All All

Operating System Cisco Catos 6.1(1b) All All All

Operating System Cisco Catos 6.1(1c) All All All

Operating System Cisco Catos 6.1(1d) All All All

Operating System Cisco Catos 6.1(1e) All All All

Operating System Cisco Catos 6.1(2) All All All

Operating System Cisco Catos 6.1(2.13) All All All

Operating System Cisco Catos 6.1(2a) All All All

Operating System Cisco Catos 6.1(3) All All All

Operating System Cisco Catos 6.1(3a) All All All

Operating System Cisco Catos 6.1(4) All All All

Operating System Cisco Catos 6.1(4b) All All All

Operating System Cisco Catos 6.1\(1a\) All All All

Operating System Cisco Catos 6.1\(1b\) All All All

Operating System Cisco Catos 6.1\(1c\) All All All

Operating System Cisco Catos 6.1\(1d\) All All All

Operating System Cisco Catos 6.1\(1e\) All All All

Operating System Cisco Catos 6.1\(1\) All All All
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Operating System Cisco Catos 6.1\(2.13\) All All All

Operating System Cisco Catos 6.1\(2a\) All All All

Operating System Cisco Catos 6.1\(2\) All All All

Operating System Cisco Catos 6.1\(3a\) All All All

Operating System Cisco Catos 6.1\(3\) All All All

Operating System Cisco Catos 6.1\(4b\) All All All

Operating System Cisco Catos 6.1\(4\) All All All

Operating System Cisco Catos 6.2(0.110) All All All

Operating System Cisco Catos 6.2(0.111) All All All

Operating System Cisco Catos 6.2(1) All All All

Operating System Cisco Catos 6.2(1a) All All All

Operating System Cisco Catos 6.2(2) All All All

Operating System Cisco Catos 6.2(2a) All All All

Operating System Cisco Catos 6.2(3) All All All

Operating System Cisco Catos 6.2(3a) All All All

Operating System Cisco Catos 6.2\(0.110\) All All All

Operating System Cisco Catos 6.2\(0.111\) All All All

Operating System Cisco Catos 6.2\(1a\) All All All

Operating System Cisco Catos 6.2\(1\) All All All

Operating System Cisco Catos 6.2\(2a\) All All All

Operating System Cisco Catos 6.2\(2\) All All All

Operating System Cisco Catos 6.2\(3a\) All All All

Operating System Cisco Catos 6.2\(3\) All All All

Operating System Cisco Catos 6.3(0.7)pan All All All

Operating System Cisco Catos 6.3(1) All All All

Operating System Cisco Catos 6.3(10) All All All

Operating System Cisco Catos 6.3(1a) All All All

Operating System Cisco Catos 6.3(2) All All All

Operating System Cisco Catos 6.3(2a) All All All

Operating System Cisco Catos 6.3(3) All All All

Operating System Cisco Catos 6.3(3)x All All All

Operating System Cisco Catos 6.3(3)x1 All All All

Operating System Cisco Catos 6.3(3a) All All All

Operating System Cisco Catos 6.3(4) All All All

Operating System Cisco Catos 6.3(4a) All All All
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Operating System Cisco Catos 6.3(5) All All All

Operating System Cisco Catos 6.3(5.10) All All All

Operating System Cisco Catos 6.3(6) All All All

Operating System Cisco Catos 6.3(7) All All All

Operating System Cisco Catos 6.3(8) All All All

Operating System Cisco Catos 6.3(8.3) All All All

Operating System Cisco Catos 6.3(9) All All All

Operating System Cisco Catos 6.3\(0.7\)pan All All All

Operating System Cisco Catos 6.3\(10\) All All All

Operating System Cisco Catos 6.3\(1a\) All All All

Operating System Cisco Catos 6.3\(1\) All All All

Operating System Cisco Catos 6.3\(2a\) All All All

Operating System Cisco Catos 6.3\(2\) All All All

Operating System Cisco Catos 6.3\(3a\) All All All

Operating System Cisco Catos 6.3\(3\) All All All

Operating System Cisco Catos 6.3\(3\)x All All All

Operating System Cisco Catos 6.3\(3\)x1 All All All

Operating System Cisco Catos 6.3\(4a\) All All All

Operating System Cisco Catos 6.3\(4\) All All All

Operating System Cisco Catos 6.3\(5.10\) All All All

Operating System Cisco Catos 6.3\(5\) All All All

Operating System Cisco Catos 6.3\(6\) All All All

Operating System Cisco Catos 6.3\(7\) All All All

Operating System Cisco Catos 6.3\(8.3\) All All All

Operating System Cisco Catos 6.3\(8\) All All All

Operating System Cisco Catos 6.3\(9\) All All All

Operating System Cisco Catos 6.4(1) All All All

Operating System Cisco Catos 6.4(2) All All All

Operating System Cisco Catos 6.4(3) All All All

Operating System Cisco Catos 6.4(4a) All All All

Operating System Cisco Catos 6.4(5) All All All

Operating System Cisco Catos 6.4(6) All All All

Operating System Cisco Catos 6.4(7) All All All

Operating System Cisco Catos 6.4(8) All All All

Operating System Cisco Catos 6.4\(1\) All All All

Operating System Cisco Catos 6.4\(2\) All All All
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Operating System Cisco Catos 6.4\(2\) All All All

Operating System Cisco Catos 6.4\(3\) All All All

Operating System Cisco Catos 6.4\(4a\) All All All

Operating System Cisco Catos 6.4\(5\) All All All

Operating System Cisco Catos 6.4\(6\) All All All

Operating System Cisco Catos 6.4\(7\) All All All

Operating System Cisco Catos 6.4\(8\) All All All

Operating System Cisco Catos 7.1 All All All

Operating System Cisco Catos 7.1(1) All All All

Operating System Cisco Catos 7.1(1a) All All All

Operating System Cisco Catos 7.1(2) All All All

Operating System Cisco Catos 7.1(2a) All All All

Operating System Cisco Catos 7.1\(1a\) All All All

Operating System Cisco Catos 7.1\(1\) All All All

Operating System Cisco Catos 7.1\(2a\) All All All

Operating System Cisco Catos 7.1\(2\) All All All

Operating System Cisco Catos 7.2(0.65) All All All

Operating System Cisco Catos 7.2(1) All All All

Operating System Cisco Catos 7.2(2) All All All

Operating System Cisco Catos 7.2\(0.65\) All All All

Operating System Cisco Catos 7.2\(1\) All All All

Operating System Cisco Catos 7.2\(2\) All All All

Operating System Cisco Catos 7.3 All All All

Operating System Cisco Catos 7.3(1) All All All

Operating System Cisco Catos 7.3(2) All All All

Operating System Cisco Catos 7.3\(1\) All All All

Operating System Cisco Catos 7.3\(2\) All All All

Operating System Cisco Catos 7.4 All All All

Operating System Cisco Catos 7.4(0.2)clr All All All

Operating System Cisco Catos 7.4(0.63) All All All

Operating System Cisco Catos 7.4(1) All All All

Operating System Cisco Catos 7.4(2) All All All

Operating System Cisco Catos 7.4(3) All All All

Operating System Cisco Catos 7.4\(0.2\)clr All All All

Operating System Cisco Catos 7.4\(0.63\) All All All

Operating System Cisco Catos 7.4\(1\) All All All
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Operating System Cisco Catos 7.4\(2\) All All All

Operating System Cisco Catos 7.4\(3\) All All All

Operating System Cisco Catos 7.5 All All All

Operating System Cisco Catos 7.5(1) All All All

Operating System Cisco Catos 7.5\(1\) All All All

Operating System Cisco Catos 7.6 All All All

Operating System Cisco Catos 7.6(1) All All All

Operating System Cisco Catos 7.6(2) All All All

Operating System Cisco Catos 7.6(3) All All All

Operating System Cisco Catos 7.6(4) All All All

Operating System Cisco Catos 7.6(5) All All All

Operating System Cisco Catos 7.6\(1\) All All All

Operating System Cisco Catos 7.6\(2\) All All All

Operating System Cisco Catos 7.6\(3\) All All All

Operating System Cisco Catos 7.6\(4\) All All All

Operating System Cisco Catos 7.6\(5\) All All All

Operating System Cisco Catos 8.1 All All All

Operating System Cisco Catos 8.1(2) All All All

Operating System Cisco Catos 8.1(3) All All All

Operating System Cisco Catos 8.1\(2\) All All All

Operating System Cisco Catos 8.1\(3\) All All All

Operating System Cisco Catos 8.2 All All All

Operating System Cisco Catos 8.2(1) All All All

Operating System Cisco Catos 8.2\(1\) All All All

Operating System Cisco Catos 8.3(1)glx All All All

Operating System Cisco Catos 8.3glx All All All

Operating System Cisco Catos 8.3\(1\)glx All All All

Operating System Cisco Catos 2.1\(10\) All All All

Operating System Cisco Catos 2.1\(11\) All All All

Operating System Cisco Catos 2.1\(12\) All All All

Operating System Cisco Catos 2.1\(1\) All All All

Operating System Cisco Catos 2.1\(2\) All All All

Operating System Cisco Catos 2.1\(3\) All All All

Operating System Cisco Catos 2.1\(4\) All All All

Operating System Cisco Catos 2.1\(5\) All All All
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Operating System Cisco Catos 2.1\(6\) All All All

Operating System Cisco Catos 2.1\(7\) All All All

Operating System Cisco Catos 2.1\(8\) All All All

Operating System Cisco Catos 2.1\(9\) All All All

Operating System Cisco Catos 2.2\(1\) All All All

Operating System Cisco Catos 2.2\(2\) All All All

Operating System Cisco Catos 2.3\(1\) All All All

Operating System Cisco Catos 2.4\(1\) All All All

Operating System Cisco Catos 2.4\(2\) All All All

Operating System Cisco Catos 2.4\(3\) All All All

Operating System Cisco Catos 2.4\(4\) All All All

Operating System Cisco Catos 2.4\(5a\) All All All

Operating System Cisco Catos 2.4\(5\) All All All

Operating System Cisco Catos 3.0\(7\) All All All

Operating System Cisco Catos 3.1\(1\) All All All

Operating System Cisco Catos 3.1\(2a\) All All All

Operating System Cisco Catos 3.1\(2\) All All All

Operating System Cisco Catos 3.2\(1b\) All All All

Operating System Cisco Catos 3.2\(1\) All All All

Operating System Cisco Catos 3.2\(2\) All All All

Operating System Cisco Catos 3.2\(3\) All All All

Operating System Cisco Catos 3.2\(4\) All All All

Operating System Cisco Catos 3.2\(5\) All All All

Operating System Cisco Catos 3.2\(6\) All All All

Operating System Cisco Catos 3.2\(7\) All All All

Operating System Cisco Catos 3.2\(8\)gdr All All All

Operating System Cisco Catos 4.1\(1\) All All All

Operating System Cisco Catos 4.1\(2\) All All All

Operating System Cisco Catos 4.1\(3\) All All All

Operating System Cisco Catos 4.2\(1\) All All All

Operating System Cisco Catos 4.2\(2\) All All All

Operating System Cisco Catos 4.3\(1a\) All All All

Operating System Cisco Catos 4.4\(1\) All All All

Operating System Cisco Catos 4.5.10 All All All

Operating System Cisco Catos 4.5\(10\) All All All

Operating System Cisco Catos 4.5\(11\) All All All
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Operating System Cisco Catos 4.5\(11\) All All All

Operating System Cisco Catos 4.5\(12a\) All All All

Operating System Cisco Catos 4.5\(12\) All All All

Operating System Cisco Catos 4.5\(13a\) All All All

Operating System Cisco Catos 4.5\(13\) All All All

Operating System Cisco Catos 4.5\(14\) All All All

Operating System Cisco Catos 4.5\(1\) All All All

Operating System Cisco Catos 4.5\(2\) All All All

Operating System Cisco Catos 4.5\(3\) All All All

Operating System Cisco Catos 4.5\(4b\) All All All

Operating System Cisco Catos 4.5\(4\) All All All

Operating System Cisco Catos 4.5\(5\) All All All

Operating System Cisco Catos 4.5\(6a\) All All All

Operating System Cisco Catos 4.5\(6\) All All All

Operating System Cisco Catos 4.5\(7\) All All All

Operating System Cisco Catos 4.5\(8\) All All All

Operating System Cisco Catos 4.5\(9\) All All All

Operating System Cisco Catos 5.1 All All All

Operating System Cisco Catos 5.1\(1a\) All All All

Operating System Cisco Catos 5.1\(1a\)csx All All All

Operating System Cisco Catos 5.1\(1\) All All All

Operating System Cisco Catos 5.1\(1\)csx All All All

Operating System Cisco Catos 5.1\(2a\) All All All

Operating System Cisco Catos 5.1\(2b\) All All All

Operating System Cisco Catos 5.2 All All All

Operating System Cisco Catos 5.2\(1a\) All All All

Operating System Cisco Catos 5.2\(1\) All All All

Operating System Cisco Catos 5.2\(1\)csx All All All

Operating System Cisco Catos 5.2\(2\) All All All

Operating System Cisco Catos 5.2\(2\)csx All All All

Operating System Cisco Catos 5.2\(3a\)csx All All All

Operating System Cisco Catos 5.2\(3\) All All All

Operating System Cisco Catos 5.2\(3\)csx All All All

Operating System Cisco Catos 5.2\(4\) All All All

Operating System Cisco Catos 5.2\(5\) All All All

Operating System Cisco Catos 5.2\(6\) All All All
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Operating System Cisco Catos 5.2\(7a\) All All All

Operating System Cisco Catos 5.2\(7\) All All All

Operating System Cisco Catos 5.3\(1a\)csx All All All

Operating System Cisco Catos 5.3\(1\)csx All All All

Operating System Cisco Catos 5.3\(2\)csx All All All

Operating System Cisco Catos 5.3\(3\)csx All All All

Operating System Cisco Catos 5.3\(4\)csx All All All

Operating System Cisco Catos 5.3\(5a\)csx All All All

Operating System Cisco Catos 5.3\(5\)csx All All All

Operating System Cisco Catos 5.3\(6a\)csx All All All

Operating System Cisco Catos 5.3\(6\)csx All All All

Operating System Cisco Catos 5.4 All All All

Operating System Cisco Catos 5.4\(1\) All All All

Operating System Cisco Catos 5.4\(1\)deferred All All All

Operating System Cisco Catos 5.4\(2a\) All All All

Operating System Cisco Catos 5.4\(2\) All All All

Operating System Cisco Catos 5.4\(3\) All All All

Operating System Cisco Catos 5.4\(4a\) All All All

Operating System Cisco Catos 5.4\(4\) All All All

Operating System Cisco Catos 5.5 All All All

Operating System Cisco Catos 5.5\(10a\) All All All

Operating System Cisco Catos 5.5\(10\) All All All

Operating System Cisco Catos 5.5\(11a\) All All All

Operating System Cisco Catos 5.5\(11\) All All All

Operating System Cisco Catos 5.5\(12a\) All All All

Operating System Cisco Catos 5.5\(12\) All All All

Operating System Cisco Catos 5.5\(13.5\) All All All

Operating System Cisco Catos 5.5\(13a\) All All All

Operating System Cisco Catos 5.5\(13\) All All All

Operating System Cisco Catos 5.5\(14\) All All All

Operating System Cisco Catos 5.5\(15\) All All All

Operating System Cisco Catos 5.5\(16.2\) All All All

Operating System Cisco Catos 5.5\(16\) All All All

Operating System Cisco Catos 5.5\(17\) All All All

Operating System Cisco Catos 5.5\(18\) All All All
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Operating System Cisco Catos 5.5\(19\) All All All

Operating System Cisco Catos 5.5\(1a\) All All All

Operating System Cisco Catos 5.5\(1\) All All All

Operating System Cisco Catos 5.5\(2\) All All All

Operating System Cisco Catos 5.5\(3\) All All All

Operating System Cisco Catos 5.5\(4a\) All All All

Operating System Cisco Catos 5.5\(4b\) All All All

Operating System Cisco Catos 5.5\(4\) All All All

Operating System Cisco Catos 5.5\(5\) All All All

Operating System Cisco Catos 5.5\(6a\) All All All

Operating System Cisco Catos 5.5\(6\) All All All

Operating System Cisco Catos 5.5\(7a\) All All All

Operating System Cisco Catos 5.5\(7\) All All All

Operating System Cisco Catos 5.5\(8a\) All All All

Operating System Cisco Catos 5.5\(8a\)cv All All All

Operating System Cisco Catos 5.5\(8\) All All All

Operating System Cisco Catos 5.5\(9\) All All All

Operating System Cisco Catos 6.1 All All All

Operating System Cisco Catos 6.1\(1a\) All All All

Operating System Cisco Catos 6.1\(1b\) All All All

Operating System Cisco Catos 6.1\(1c\) All All All

Operating System Cisco Catos 6.1\(1d\) All All All

Operating System Cisco Catos 6.1\(1e\) All All All

Operating System Cisco Catos 6.1\(1\) All All All

Operating System Cisco Catos 6.1\(2.13\) All All All

Operating System Cisco Catos 6.1\(2a\) All All All

Operating System Cisco Catos 6.1\(2\) All All All

Operating System Cisco Catos 6.1\(3a\) All All All

Operating System Cisco Catos 6.1\(3\) All All All

Operating System Cisco Catos 6.1\(4b\) All All All

Operating System Cisco Catos 6.1\(4\) All All All

Operating System Cisco Catos 6.2\(0.110\) All All All

Operating System Cisco Catos 6.2\(0.111\) All All All

Operating System Cisco Catos 6.2\(1a\) All All All

Operating System Cisco Catos 6.2\(1\) All All All

Operating System Cisco Catos 6.2\(2a\) All All All
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Operating System Cisco Catos 6.2\(2a\) All All All

Operating System Cisco Catos 6.2\(2\) All All All

Operating System Cisco Catos 6.2\(3a\) All All All

Operating System Cisco Catos 6.2\(3\) All All All

Operating System Cisco Catos 6.3\(0.7\)pan All All All

Operating System Cisco Catos 6.3\(10\) All All All

Operating System Cisco Catos 6.3\(1a\) All All All

Operating System Cisco Catos 6.3\(1\) All All All

Operating System Cisco Catos 6.3\(2a\) All All All

Operating System Cisco Catos 6.3\(2\) All All All

Operating System Cisco Catos 6.3\(3a\) All All All

Operating System Cisco Catos 6.3\(3\) All All All

Operating System Cisco Catos 6.3\(3\)x All All All

Operating System Cisco Catos 6.3\(3\)x1 All All All

Operating System Cisco Catos 6.3\(4a\) All All All

Operating System Cisco Catos 6.3\(4\) All All All

Operating System Cisco Catos 6.3\(5.10\) All All All

Operating System Cisco Catos 6.3\(5\) All All All

Operating System Cisco Catos 6.3\(6\) All All All

Operating System Cisco Catos 6.3\(7\) All All All

Operating System Cisco Catos 6.3\(8.3\) All All All

Operating System Cisco Catos 6.3\(8\) All All All

Operating System Cisco Catos 6.3\(9\) All All All

Operating System Cisco Catos 6.4\(1\) All All All

Operating System Cisco Catos 6.4\(2\) All All All

Operating System Cisco Catos 6.4\(3\) All All All

Operating System Cisco Catos 6.4\(4a\) All All All

Operating System Cisco Catos 6.4\(5\) All All All

Operating System Cisco Catos 6.4\(6\) All All All

Operating System Cisco Catos 6.4\(7\) All All All

Operating System Cisco Catos 6.4\(8\) All All All

Operating System Cisco Catos 7.1 All All All

Operating System Cisco Catos 7.1\(1a\) All All All

Operating System Cisco Catos 7.1\(1\) All All All

Operating System Cisco Catos 7.1\(2a\) All All All

Operating System Cisco Catos 7.1\(2\) All All All
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Operating System Cisco Catos 7.2\(0.65\) All All All

Operating System Cisco Catos 7.2\(1\) All All All

Operating System Cisco Catos 7.2\(2\) All All All

Operating System Cisco Catos 7.3 All All All

Operating System Cisco Catos 7.3\(1\) All All All

Operating System Cisco Catos 7.3\(2\) All All All

Operating System Cisco Catos 7.4 All All All

Operating System Cisco Catos 7.4\(0.2\)clr All All All

Operating System Cisco Catos 7.4\(0.63\) All All All

Operating System Cisco Catos 7.4\(1\) All All All

Operating System Cisco Catos 7.4\(2\) All All All

Operating System Cisco Catos 7.4\(3\) All All All

Operating System Cisco Catos 7.5 All All All

Operating System Cisco Catos 7.5\(1\) All All All

Operating System Cisco Catos 7.6 All All All

Operating System Cisco Catos 7.6\(1\) All All All

Operating System Cisco Catos 7.6\(2\) All All All

Operating System Cisco Catos 7.6\(3\) All All All

Operating System Cisco Catos 7.6\(4\) All All All

Operating System Cisco Catos 7.6\(5\) All All All

Operating System Cisco Catos 8.1 All All All

Operating System Cisco Catos 8.1\(2\) All All All

Operating System Cisco Catos 8.1\(3\) All All All

Operating System Cisco Catos 8.2 All All All

Operating System Cisco Catos 8.2\(1\) All All All

Operating System Cisco Catos 8.3glx All All All

Operating System Cisco Catos 8.3\(1\)glx All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO www.cisco.com

US-CERT Vulnerability Note VU#245190 CERT-VN www.kb.cert.org Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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