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The maketemp.pl script in Usermin 1.070 and 1.080 allows local users to overwrite arbitrary files at install time via a symlint
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mandrakesoft Mandrake Linux 10.0 All All All
Mandrakesoft Mandrake Linux 10.0 All amd64 All
Mandrakesoft Mandrake Linux 9.2 All All All
Mandrakesoft Mandrake Linux 9.2 All amd64 All
Mandrakesoft Mandrake Linux 10.0 All All All
Mandrakesoft Mandrake Linux 10.0 All amd64 All
Mandrakesoft Mandrake Linux 9.2 All All All
Mandrakesoft Mandrake Linux 9.2 All amd64 All
Mandrakesoft Mandrake Linux Corporate Server 2.1 All All All
Mandrakesoft Mandrake Linux Corporate Server 2.1 All x86_64 All
Mandrakesoft Mandrake Linux Corporate Server 2.1 All All All
Mandrakesoft Mandrake Linux Corporate Server 2.1 All x86_64 All
Usermin Usermin 1.000 All All All
Usermin Usermin 1.010 All All All
Usermin Usermin 1.020 All All All
Usermin Usermin 1.030 All All All
Usermin Usermin 1.040 All All All
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Application Webmin Webmin 1.1.21 All All All

Application Webmin Webmin 1.1.30 All All All

Application Webmin Webmin 1.1.40 All All All

Application Webmin Webmin 1.1.50 All All All

Reference Source Link

Gentoo Linux Documentation -- Webmin, Usermin: Multiple vulnerabilities in Usermin GENTOO  www.gentoo.org

Changes since Usermin version 1.080 CONFIRM  www.webmin.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.cc

Secunia - Advisories - Usermin Shell Command Injection and Insecure Installation Vulnerabiliies SECUNIA  secunia.com

Webmin / Usermin Installation Insecure Temporary File Creation Vulnerability BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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