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Summary

CVE CVE-2004-0580

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-08-06 04:00:00 UTC

Updated 2023-11-07 01:56:00 UTC

Description DHCP on Linksys BEFSR11, BEFSR41, BEFSR81, and BEFSRU31 Cable/DSL Routers, firmware version 1.45.7, does not properly clear previously used buffer contents in a BOOTP reply packet, which allows remote attackers to obtain sensitive information.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Linksys Befcmu10 All All All All

Hardware Linksys Befcmu10 All All All All

Hardware Linksys Befn2ps4 All All All All

Hardware Linksys Befn2ps4 1.42.7 All All All

Hardware Linksys Befn2ps4 All All All All

Hardware Linksys Befn2ps4 1.42.7 All All All

Hardware Linksys Befsr11 1.40.2 All All All

Hardware Linksys Befsr11 1.41 All All All

Hardware Linksys Befsr11 1.42.3 All All All

Hardware Linksys Befsr11 1.42.7 All All All

Hardware Linksys Befsr11 1.43 All All All

Hardware Linksys Befsr11 1.43.3 All All All

Hardware Linksys Befsr11 1.44 All All All

Hardware Linksys Befsr11 1.40.2 All All All

Hardware Linksys Befsr11 1.41 All All All

Hardware Linksys Befsr11 1.42.3 All All All

Hardware Linksys Befsr11 1.42.7 All All All
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Hardware Linksys Befsr11 1.43 All All All

Hardware Linksys Befsr11 1.43.3 All All All

Hardware Linksys Befsr11 1.44 All All All

Hardware Linksys Befsr41 1.35 All All All

Hardware Linksys Befsr41 1.36 All All All

Hardware Linksys Befsr41 1.37 All All All

Hardware Linksys Befsr41 1.38.5 All All All

Hardware Linksys Befsr41 1.39 All All All

Hardware Linksys Befsr41 1.40.2 All All All

Hardware Linksys Befsr41 1.41 All All All

Hardware Linksys Befsr41 1.42.3 All All All

Hardware Linksys Befsr41 1.42.7 All All All

Hardware Linksys Befsr41 1.43 All All All

Hardware Linksys Befsr41 1.43.3 All All All
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Hardware Linksys Befsr41 1.45.7 All All All
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Hardware Linksys Befsr41 1.44 All All All

Hardware Linksys Befsr41 1.45.7 All All All

Hardware Linksys Befsr41w All All All All

Hardware Linksys Befsr41w All All All All

Hardware Linksys Befsr81 All All All All

Hardware Linksys Befsr81 2.42.7.1 All All All

Hardware Linksys Befsr81 2.44 All All All

Hardware Linksys Befsr81 All All All All
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Hardware Linksys Befsr81 2.42.7.1 All All All

Hardware Linksys Befsr81 2.44 All All All

Hardware Linksys Befsru31 1.40.2 All All All

Hardware Linksys Befsru31 1.41 All All All

Hardware Linksys Befsru31 1.42.3 All All All
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Hardware Linksys Befsru31 1.42.3 All All All

Hardware Linksys Befsru31 1.42.7 All All All

Hardware Linksys Befsru31 1.43 All All All

Hardware Linksys Befsru31 1.43.3 All All All

Hardware Linksys Befsru31 1.44 All All All

Hardware Linksys Befsx41 1.42.7 All All All

Hardware Linksys Befsx41 1.43 All All All

Hardware Linksys Befsx41 1.43.3 All All All

Hardware Linksys Befsx41 1.43.4 All All All

Hardware Linksys Befsx41 1.44 All All All

Hardware Linksys Befsx41 1.44.3 All All All

Hardware Linksys Befsx41 1.45.3 All All All

Hardware Linksys Befsx41 1.42.7 All All All

Hardware Linksys Befsx41 1.43 All All All

Hardware Linksys Befsx41 1.43.3 All All All

Hardware Linksys Befsx41 1.43.4 All All All

Hardware Linksys Befsx41 1.44 All All All

Hardware Linksys Befsx41 1.44.3 All All All

Hardware Linksys Befsx41 1.45.3 All All All

Hardware Linksys Befvp41 All All All All

Hardware Linksys Befvp41 1.39.64 All All All

Hardware Linksys Befvp41 1.40.3f All All All

Hardware Linksys Befvp41 1.40.4 All All All

Hardware Linksys Befvp41 1.42.7 All All All

Hardware Linksys Befvp41 All All All All
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Hardware Linksys Befvp41 All All All All

Hardware Linksys Befvp41 1.39.64 All All All

Hardware Linksys Befvp41 1.40.3f All All All

Hardware Linksys Befvp41 1.40.4 All All All

Hardware Linksys Befvp41 1.42.7 All All All

Hardware Linksys Rv082 All All All All

Hardware Linksys Rv082 All All All All

Hardware Linksys Wap55ag 1.0.7 All All All

Hardware Linksys Wap55ag 1.0.7 All All All

Hardware Linksys Wrt54g 1.42.3 All All All

Hardware Linksys Wrt54g 2.00.8 All All All

Hardware Linksys Wrt54g 1.42.3 All All All

Hardware Linksys Wrt54g 2.00.8 All All All

References

Reference Source Link

Secunia - Advisories - Linksys BEF Series Routers DHCP Vulnerability SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityTracker.com Archives - Linksys Routers May Disclose Kernel Memory Contents in Response to BOOTP Packets SECTRACK securitytracker.com

linksys.custhelp.com/cgi-bin/linksys.cfg/php/enduser/std_adp.php CONFIRM linksys.custhelp.com

linksys.custhelp.com/cgi-bin/linksys.cfg/php/enduser/std_adp.php linksys.custhelp.com

6325 OSVDB www.osvdb.org

'Linksys BEFSR41 DHCP vulnerability server leaks network data' - MARC BUGTRAQ marc.info

Multiple Linksys Devices DHCP Information Disclosure and Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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