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Summary

CVE CVE-2004-0583

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-08-06 04:00:00 UTC

Updated 2017-07-11 01:30:00 UTC

Description The account lockout functionality in (1) Webmin 1.140 and (2) Usermin 1.070 does not parse certain character strings, which allows remote attackers to conduct a brute force attack to guess user IDs and passwords.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 3.0 All All All

Operating System Debian Debian Linux 3.0 All alpha All

Operating System Debian Debian Linux 3.0 All arm All

Operating System Debian Debian Linux 3.0 All hppa All

Operating System Debian Debian Linux 3.0 All ia-32 All

Operating System Debian Debian Linux 3.0 All ia-64 All

Operating System Debian Debian Linux 3.0 All m68k All

Operating System Debian Debian Linux 3.0 All mips All

Operating System Debian Debian Linux 3.0 All mipsel All

Operating System Debian Debian Linux 3.0 All ppc All

Operating System Debian Debian Linux 3.0 All s-390 All

Operating System Debian Debian Linux 3.0 All sparc All

Operating System Debian Debian Linux 3.0 All All All

Operating System Debian Debian Linux 3.0 All alpha All

Operating System Debian Debian Linux 3.0 All arm All

Operating System Debian Debian Linux 3.0 All hppa All

Operating System Debian Debian Linux 3.0 All ia-32 All
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Operating System Debian Debian Linux 3.0 All ia-32 All

Operating System Debian Debian Linux 3.0 All ia-64 All

Operating System Debian Debian Linux 3.0 All m68k All

Operating System Debian Debian Linux 3.0 All mips All

Operating System Debian Debian Linux 3.0 All mipsel All

Operating System Debian Debian Linux 3.0 All ppc All

Operating System Debian Debian Linux 3.0 All s-390 All

Operating System Debian Debian Linux 3.0 All sparc All

Application Usermin Usermin 1.070 All All All

Application Usermin Usermin 1.070 All All All

Application Webmin Webmin 1.1.40 All All All

Application Webmin Webmin 1.1.40 All All All

References

Reference Source Link

Webmin Multiple Unspecified Vulnerabilities BID www.securityfocus.com

Gentoo Linux Documentation -- Webmin: Multiple vulnerabilities GENTOO www.gentoo.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Changes since Webmin version 1.140 CONFIRM www.webmin.com

MDKSA-2004:074 MANDRAKE www.mandrakesecure.net

'[SNS Advisory No.75] Webmin/Usermin Account Lockout Bypass Vulnerability' - MARC BUGTRAQ marc.info

Webmin And Usermin Account Lockout Bypass Vulnerability BID www.securityfocus.com

Gentoo Linux Documentation -- Usermin: Multiple vulnerabilities GENTOO www.gentoo.org

Debian -- Security Information -- DSA-526-1 webmin DEBIAN www.debian.org

404 Not Found お客様がお探しのページが見つかりませんでした | セキュリティ対策のラック MISC www.lac.co.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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