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Summary

CVE CVE-2004-0597

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-11-23 05:00:00 UTC

Updated 2018-10-12 21:34:00 UTC

Description Multiple buffer overflows in libpng 1.2.5 and earlier, as used in multiple products, allow remote attackers to execute arbitrary code via malformed PNG images in which (1) the png_handle_tRNS function does not properly validate the length of transparency chunk (tRNS) data, or the (2) png_handle_sBIT or (3) png_handle_hIST functions do not perform sufficient bounds checking.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Greg Roelofs Libpng All All All All

Application Microsoft Msn Messenger 6.1 All All All

Application Microsoft Msn Messenger 6.2 All All All

Application Microsoft Msn Messenger 6.1 All All All

Application Microsoft Msn Messenger 6.2 All All All

Operating System Microsoft Windows 98se All All All All

Operating System Microsoft Windows 98se All All All All

Operating System Microsoft Windows Me All All second_edition All

Operating System Microsoft Windows Me All All second_edition All

Application Microsoft Windows Media Player 9 All All All

Application Microsoft Windows Media Player 9 All All All

Application Microsoft Windows Messenger 5.0 All All All

Application Microsoft Windows Messenger 5.0 All All All
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#114816: GNOME 2.0.0: libpng Patchjava.lang.NullPointerException CONFIRM sunsolve.sun.com
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'[security bulletin] SSRTSSRT4778 Rev.0 Mozilla Application Suite for HP Tru64 UNIX libpng Potential' - MARC HP marc.info

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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