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Summary

CVE CVE-2004-0619

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-06 05:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description Integer overflow in the ubsec_keysetup function for Linux Broadcom 5820 cryptonet driver allows local users to cause a denial of service (crash) and possibly execute arbitrary code via a negative add_dsa_buf_bytes variable, which leads to a buffer overflow.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Fedora Core core_1.0 All All All

Operating System Redhat Fedora Core core_1.0 All All All

Application Redhat Kernel 2.4.20-8 All athlon All

Application Redhat Kernel 2.4.20-8 All athlon_smp All

Application Redhat Kernel 2.4.20-8 All i386 All

Application Redhat Kernel 2.4.20-8 All i386_src All

Application Redhat Kernel 2.4.20-8 All i586 All

Application Redhat Kernel 2.4.20-8 All i586_smp All

Application Redhat Kernel 2.4.20-8 All i686 All

Application Redhat Kernel 2.4.20-8 All i686_smp All

Application Redhat Kernel 2.4.20-8 All athlon All

Application Redhat Kernel 2.4.20-8 All athlon_smp All

Application Redhat Kernel 2.4.20-8 All i386 All

Application Redhat Kernel 2.4.20-8 All i386_src All

Application Redhat Kernel 2.4.20-8 All i586 All

Application Redhat Kernel 2.4.20-8 All i586_smp All

Application Redhat Kernel 2.4.20-8 All i686 All
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Application Redhat Kernel 2.4.20-8 All i686 All

Application Redhat Kernel 2.4.20-8 All i686_smp All

Operating System Redhat Linux 8.0 All All All

Operating System Redhat Linux 8.0 All i386 All

Operating System Redhat Linux 8.0 All i686 All

Operating System Redhat Linux 8.0 All All All

Operating System Redhat Linux 8.0 All i386 All

Operating System Redhat Linux 8.0 All i686 All

References

Reference Source Link Tags

Repository / Oval Repository OVAL oval.cisecurity.org

'Linux Broadcom 5820 Cryptonet Driver Integer Overflow' - MARC BUGTRAQ marc.info

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

Linux Kernel Broadcom 5820 Cryptonet Driver Integer Overflow Vulnerability BID www.securityfocus.com Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

P-047 CIAC www.ciac.org

Secunia - Advisories - Red Hat Linux Broadcom 5820 Cryptonet Driver Integer Overflow SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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