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Oracle Database Server 8.1.7.4 through 9.2.0.4 allows local users to execute commands with additional privileges via the ¢
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Oracle Oracle8i enterprise_8.1.7_.4 All All All
Oracle Oracle8i standard_8.1.7_.4 All All All
Oracle Oracle8i enterprise_8.1.7_.4 All All All
Oracle Oracle8i standard_8.1.7_.4 All All All
Oracle Oracle9i enterprise_9.2.0.4 All All All
Oracle Oracle9i personal_9.2.0.4 All All All
Oracle Oracle9i standard_9.0.1.3 All All All
Oracle Oracle9i standard_9.2.0.4 All All All
Oracle Oracle9i enterprise_9.2.0.4 All All All
Oracle Oracle9i personal_9.2.0.4 All All All
Oracle Oracle9i standard_9.0.1.3 All All All
Oracle Oracle9i standard_9.2.0.4 All All All
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US-CERT Vulnerability Note VU#316206 CERT-VN  www.kb.cert.org Patch, Third Party Advisory, |

Secunia - Advisories - Oracle Products Multiple Vulnerabilities SECUNIA  secunia.com Patch, Vendor Advisory
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Accenture | Let there be change IDEFENSE www.idefense.com Patch, Vendor Advisory

Oracle Database Server ctxsys.driload Access Validation Vulnerability BID www.securityfocus.com
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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