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CVE CVE-2004-0646
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-23 05:00:00 UTC
Updated 2017-07-11 01:30:00 UTC
Description Buffer overflow in the WriteToLog function for JRun 3.0 through 4.0 web server connectors, such as (1) mod_jrun and (2) r
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Macromedia Coldfusion 6.0 All All All
Application Macromedia Coldfusion 6.1 All All All
Application Macromedia Coldfusion 6.0 All All All
Application Macromedia Coldfusion 6.1 All All All
Application Macromedia Jrun 3.0 All All All
Application Macromedia Jrun 3.1 All All All
Application Macromedia Jrun 4.0 All All All
Application Macromedia Jrun 3.0 All All All
Application Macromedia Jrun 3.1 All All All
Application Macromedia Jrun 4.0 All All All
Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com
Macromedia JRun Multiple Remote Vulnerabilities BID www.securityfocus.com
Macromedia - MPSB04-08 : Cumulative Security Patch available for JRunserver CONFIRM  www.macromedia.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
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US-CERT Vulnerability Note VU#990200 CERT-VN
Macromedia - MPSB04-09 : Cumulative Security Patch available for ColdFusion MX CONFIRM
Secunia - Advisories - ColdFusion MX Sensitive Information Disclosure and Denial of Service SECUNIA
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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