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Summary

CVE CVE-2004-0657

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-08-06 04:00:00 UTC

Updated 2020-06-18 16:33:00 UTC

Description Integer overflow in the NTP daemon (NTPd) before 4.0 causes the NTP server to return the wrong date/time offset when a client requests a date/time that is more than 34 years away from the server's time.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Hp Tru64 Unix 4.0f patch_kit8 All All

Operating System Hp Tru64 Unix 4.0g patch_kit4 All All

Operating System Hp Tru64 Unix 5.1b patch_kit2 All All

Operating System Hp Tru64 Unix 5.1b patch_kit3 All All

Operating System Hp Tru64 Unix 5.1b patch_kit4 All All

Operating System Hp Tru64 Unix 51.1a patch_kit6 All All

Operating System Hp Tru64 Unix 4.0f patch_kit8 All All

Operating System Hp Tru64 Unix 4.0g patch_kit4 All All

Operating System Hp Tru64 Unix 5.1b patch_kit2 All All

Operating System Hp Tru64 Unix 5.1b patch_kit3 All All

Operating System Hp Tru64 Unix 5.1b patch_kit4 All All

Operating System Hp Tru64 Unix 51.1a patch_kit6 All All

Application Ntp Ntp All All All All

Application Ntp Ntp All All All All
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IBM X-Force Exchange XF exchange.xforce.ibmcloud.com Third Party Advisory, VDB Entry

'FW: [security bulletin] SSRT4718 rev.0 HP Tru64 UNIX NTP Integer Overflow' - MARC HP marc.info Mailing List, Third Party Advisory

US-CERT Vulnerability Note VU#584606 CERT-VN www.kb.cert.org Patch, Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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