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Summary

CVE CVE-2004-0685

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-23 05:00:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description Certain USB drivers in the Linux 2.4 kernel use the copy_to_user function on uninitialized structures, which could allow local users to obtain sensitive information by reading memory that was not cleared from previous usage.

Risk And Classification

Primary CVSS: v2.0 4.6 from nvd@nist.gov

AV:L/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:L/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.2.0 All All All

Operating System Linux Linux Kernel 2.2.1 All All All

Access Vector

Local

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2004-0685/mitre
https://cve.report/CVE-2004-0685/nist
https://cve.report/CVE-2004-0685/cve_org
https://cve.report/api/cve/CVE-2004-0685.json
https://cve.report/CVE-2004-0685.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel


Operating System Linux Linux Kernel 2.2.1 All All All

Operating System Linux Linux Kernel 2.2.10 All All All

Operating System Linux Linux Kernel 2.2.11 All All All

Operating System Linux Linux Kernel 2.2.12 All All All

Operating System Linux Linux Kernel 2.2.13 All All All

Operating System Linux Linux Kernel 2.2.14 All All All

Operating System Linux Linux Kernel 2.2.15 All All All

Operating System Linux Linux Kernel 2.2.15 pre16 All All

Operating System Linux Linux Kernel 2.2.15_pre20 All All All

Operating System Linux Linux Kernel 2.2.16 All All All

Operating System Linux Linux Kernel 2.2.16 pre6 All All

Operating System Linux Linux Kernel 2.2.17 All All All

Operating System Linux Linux Kernel 2.2.18 All All All

Operating System Linux Linux Kernel 2.2.19 All All All

Operating System Linux Linux Kernel 2.2.2 All All All

Operating System Linux Linux Kernel 2.2.20 All All All

Operating System Linux Linux Kernel 2.2.21 All All All

Operating System Linux Linux Kernel 2.2.22 All All All

Operating System Linux Linux Kernel 2.2.23 All All All

Operating System Linux Linux Kernel 2.2.24 All All All

Operating System Linux Linux Kernel 2.2.25 All All All

Operating System Linux Linux Kernel 2.2.3 All All All

Operating System Linux Linux Kernel 2.2.4 All All All

Operating System Linux Linux Kernel 2.2.5 All All All

Operating System Linux Linux Kernel 2.2.6 All All All

Operating System Linux Linux Kernel 2.2.7 All All All

Operating System Linux Linux Kernel 2.2.8 All All All

Operating System Linux Linux Kernel 2.2.9 All All All

Operating System Linux Linux Kernel 2.3.0 All All All

Operating System Linux Linux Kernel 2.3.99 All All All

Operating System Linux Linux Kernel 2.3.99 pre1 All All

Operating System Linux Linux Kernel 2.3.99 pre2 All All

Operating System Linux Linux Kernel 2.3.99 pre3 All All

Operating System Linux Linux Kernel 2.3.99 pre4 All All

Operating System Linux Linux Kernel 2.3.99 pre5 All All

Operating System Linux Linux Kernel 2.3.99 pre6 All All
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Operating System Linux Linux Kernel 2.3.99 pre6 All All

Operating System Linux Linux Kernel 2.3.99 pre7 All All

Operating System Linux Linux Kernel 2.4.0 All All All

Operating System Linux Linux Kernel 2.4.0 test1 All All

Operating System Linux Linux Kernel 2.4.0 test10 All All

Operating System Linux Linux Kernel 2.4.0 test11 All All

Operating System Linux Linux Kernel 2.4.0 test12 All All

Operating System Linux Linux Kernel 2.4.0 test2 All All

Operating System Linux Linux Kernel 2.4.0 test3 All All

Operating System Linux Linux Kernel 2.4.0 test4 All All

Operating System Linux Linux Kernel 2.4.0 test5 All All

Operating System Linux Linux Kernel 2.4.0 test6 All All

Operating System Linux Linux Kernel 2.4.0 test7 All All

Operating System Linux Linux Kernel 2.4.0 test8 All All

Operating System Linux Linux Kernel 2.4.0 test9 All All

Operating System Linux Linux Kernel 2.4.1 All All All

Operating System Linux Linux Kernel 2.4.10 All All All

Operating System Linux Linux Kernel 2.4.11 All All All

Operating System Linux Linux Kernel 2.4.12 All All All

Operating System Linux Linux Kernel 2.4.13 All All All

Operating System Linux Linux Kernel 2.4.14 All All All

Operating System Linux Linux Kernel 2.4.15 All All All

Operating System Linux Linux Kernel 2.4.16 All All All

Operating System Linux Linux Kernel 2.4.17 All All All

Operating System Linux Linux Kernel 2.4.18 All All All

Operating System Linux Linux Kernel 2.4.18 All x86 All

Operating System Linux Linux Kernel 2.4.18 pre1 All All

Operating System Linux Linux Kernel 2.4.18 pre2 All All

Operating System Linux Linux Kernel 2.4.18 pre3 All All

Operating System Linux Linux Kernel 2.4.18 pre4 All All

Operating System Linux Linux Kernel 2.4.18 pre5 All All

Operating System Linux Linux Kernel 2.4.18 pre6 All All

Operating System Linux Linux Kernel 2.4.18 pre7 All All

Operating System Linux Linux Kernel 2.4.18 pre8 All All

Operating System Linux Linux Kernel 2.4.19 All All All

Operating System Linux Linux Kernel 2.4.19 pre1 All All
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Operating System Linux Linux Kernel 2.4.19 pre2 All All

Operating System Linux Linux Kernel 2.4.19 pre3 All All

Operating System Linux Linux Kernel 2.4.19 pre4 All All

Operating System Linux Linux Kernel 2.4.19 pre5 All All

Operating System Linux Linux Kernel 2.4.19 pre6 All All

Operating System Linux Linux Kernel 2.4.2 All All All

Operating System Linux Linux Kernel 2.4.20 All All All

Operating System Linux Linux Kernel 2.4.21 All All All

Operating System Linux Linux Kernel 2.4.21 pre1 All All

Operating System Linux Linux Kernel 2.4.21 pre4 All All

Operating System Linux Linux Kernel 2.4.21 pre7 All All

Operating System Linux Linux Kernel 2.4.22 All All All

Operating System Linux Linux Kernel 2.4.23 All All All

Operating System Linux Linux Kernel 2.4.23 pre9 All All

Operating System Linux Linux Kernel 2.4.23_ow2 All All All

Operating System Linux Linux Kernel 2.4.24 All All All

Operating System Linux Linux Kernel 2.4.24_ow1 All All All

Operating System Linux Linux Kernel 2.4.25 All All All

Operating System Linux Linux Kernel 2.4.26 All All All

Operating System Linux Linux Kernel 2.4.27 pre1 All All

Operating System Linux Linux Kernel 2.4.27 pre2 All All

Operating System Linux Linux Kernel 2.4.27 pre3 All All

Operating System Linux Linux Kernel 2.4.27 pre4 All All

Operating System Linux Linux Kernel 2.4.27 pre5 All All

Operating System Linux Linux Kernel 2.4.3 All All All

Operating System Linux Linux Kernel 2.4.4 All All All

Operating System Linux Linux Kernel 2.4.5 All All All

Operating System Linux Linux Kernel 2.4.6 All All All

Operating System Linux Linux Kernel 2.4.7 All All All

Operating System Linux Linux Kernel 2.4.8 All All All

Operating System Linux Linux Kernel 2.4.9 All All All

Operating System Linux Linux Kernel 2.5.0 All All All

Operating System Linux Linux Kernel 2.5.1 All All All

Operating System Linux Linux Kernel 2.5.10 All All All

Operating System Linux Linux Kernel 2.5.11 All All All

Operating System Linux Linux Kernel 2.5.12 All All All
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Operating System Linux Linux Kernel 2.5.12 All All All

Operating System Linux Linux Kernel 2.5.13 All All All

Operating System Linux Linux Kernel 2.5.14 All All All

Operating System Linux Linux Kernel 2.5.15 All All All

Operating System Linux Linux Kernel 2.5.16 All All All

Operating System Linux Linux Kernel 2.5.17 All All All

Operating System Linux Linux Kernel 2.5.18 All All All

Operating System Linux Linux Kernel 2.5.19 All All All

Operating System Linux Linux Kernel 2.5.2 All All All

Operating System Linux Linux Kernel 2.5.20 All All All

Operating System Linux Linux Kernel 2.5.21 All All All

Operating System Linux Linux Kernel 2.5.22 All All All

Operating System Linux Linux Kernel 2.5.23 All All All

Operating System Linux Linux Kernel 2.5.24 All All All

Operating System Linux Linux Kernel 2.5.25 All All All

Operating System Linux Linux Kernel 2.5.26 All All All

Operating System Linux Linux Kernel 2.5.27 All All All

Operating System Linux Linux Kernel 2.5.28 All All All

Operating System Linux Linux Kernel 2.5.29 All All All

Operating System Linux Linux Kernel 2.5.3 All All All

Operating System Linux Linux Kernel 2.5.30 All All All

Operating System Linux Linux Kernel 2.5.31 All All All

Operating System Linux Linux Kernel 2.5.32 All All All

Operating System Linux Linux Kernel 2.5.33 All All All

Operating System Linux Linux Kernel 2.5.34 All All All

Operating System Linux Linux Kernel 2.5.35 All All All

Operating System Linux Linux Kernel 2.5.36 All All All

Operating System Linux Linux Kernel 2.5.37 All All All

Operating System Linux Linux Kernel 2.5.38 All All All

Operating System Linux Linux Kernel 2.5.39 All All All

Operating System Linux Linux Kernel 2.5.4 All All All

Operating System Linux Linux Kernel 2.5.40 All All All

Operating System Linux Linux Kernel 2.5.41 All All All

Operating System Linux Linux Kernel 2.5.42 All All All

Operating System Linux Linux Kernel 2.5.43 All All All

Operating System Linux Linux Kernel 2.5.44 All All All
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Operating System Linux Linux Kernel 2.5.45 All All All

Operating System Linux Linux Kernel 2.5.46 All All All

Operating System Linux Linux Kernel 2.5.47 All All All

Operating System Linux Linux Kernel 2.5.48 All All All

Operating System Linux Linux Kernel 2.5.49 All All All

Operating System Linux Linux Kernel 2.5.5 All All All

Operating System Linux Linux Kernel 2.5.50 All All All

Operating System Linux Linux Kernel 2.5.51 All All All

Operating System Linux Linux Kernel 2.5.52 All All All

Operating System Linux Linux Kernel 2.5.53 All All All

Operating System Linux Linux Kernel 2.5.54 All All All

Operating System Linux Linux Kernel 2.5.55 All All All

Operating System Linux Linux Kernel 2.5.56 All All All

Operating System Linux Linux Kernel 2.5.57 All All All

Operating System Linux Linux Kernel 2.5.58 All All All

Operating System Linux Linux Kernel 2.5.59 All All All

Operating System Linux Linux Kernel 2.5.6 All All All

Operating System Linux Linux Kernel 2.5.60 All All All

Operating System Linux Linux Kernel 2.5.61 All All All

Operating System Linux Linux Kernel 2.5.62 All All All

Operating System Linux Linux Kernel 2.5.63 All All All

Operating System Linux Linux Kernel 2.5.64 All All All

Operating System Linux Linux Kernel 2.5.65 All All All

Operating System Linux Linux Kernel 2.5.66 All All All

Operating System Linux Linux Kernel 2.5.67 All All All

Operating System Linux Linux Kernel 2.5.68 All All All

Operating System Linux Linux Kernel 2.5.69 All All All

Operating System Linux Linux Kernel 2.5.7 All All All

Operating System Linux Linux Kernel 2.5.8 All All All

Operating System Linux Linux Kernel 2.5.9 All All All

Operating System Linux Linux Kernel 2.6.0 All All All

Operating System Linux Linux Kernel 2.6.0 test1 All All

Operating System Linux Linux Kernel 2.6.0 test10 All All

Operating System Linux Linux Kernel 2.6.0 test11 All All

Operating System Linux Linux Kernel 2.6.0 test2 All All
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Operating System Linux Linux Kernel 2.6.0 test3 All All

Operating System Linux Linux Kernel 2.6.0 test4 All All

Operating System Linux Linux Kernel 2.6.0 test5 All All

Operating System Linux Linux Kernel 2.6.0 test6 All All

Operating System Linux Linux Kernel 2.6.0 test7 All All

Operating System Linux Linux Kernel 2.6.0 test8 All All

Operating System Linux Linux Kernel 2.6.0 test9 All All

Operating System Linux Linux Kernel 2.6.1 All All All

Operating System Linux Linux Kernel 2.6.1 rc1 All All

Operating System Linux Linux Kernel 2.6.1 rc2 All All

Operating System Linux Linux Kernel 2.6.2 All All All

Operating System Linux Linux Kernel 2.6.3 All All All

Operating System Linux Linux Kernel 2.6.4 All All All

Operating System Linux Linux Kernel 2.6.5 All All All

Operating System Linux Linux Kernel 2.6.6 All All All

Operating System Linux Linux Kernel 2.6.6 rc1 All All

Operating System Linux Linux Kernel 2.6.7 All All All

Operating System Linux Linux Kernel 2.6.7 rc1 All All

Operating System Linux Linux Kernel 2.6.8 rc1 All All

Operating System Linux Linux Kernel 2.6.8 rc2 All All

Operating System Linux Linux Kernel 2.6.8 rc3 All All

Operating System Linux Linux Kernel 2.6_test9_cvs All All All

Operating System Redhat Enterprise Linux 3.0 All advanced_servers All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Trustix Secure Linux 2.0 All All All

Operating System Trustix Secure Linux 2.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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Linux Kernel USB Driver Uninitialized Structure Information Disclosure Vulnerability af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com
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Debian -- Security Information -- DSA-1070-1 kernel-source-2.4.19 af854a3a-2127-422b-91ae-364da2661108 www.debian.org

Debian -- Security Information -- DSA-1069-1 kernel-source-2.4.18 af854a3a-2127-422b-91ae-364da2661108 www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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