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Summary

CVE CVE-2004-0691

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-09-28 04:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description Heap-based buffer overflow in the BMP image format parser for the QT library (qt3) before 3.3.3 allows remote attackers to cause a denial of service (application crash) and possibly execute arbitrary code.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trolltech Qt All All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-542-1 qt DEBIAN www.debian.org

'CESA-2004-004: qt' - MARC BUGTRAQ marc.info

201610 SUNALERT sunsolve.sun.com

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

Security Announcement SUSE www.novell.com

Advisories - Mandriva MANDRAKE www.mandriva.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Gentoo Linux Documentation -- Qt: Image loader overflows GENTOO security.gentoo.org Patch, Vendor Advisory

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2004-0691/mitre
https://cve.report/CVE-2004-0691/nist
https://cve.report/CVE-2004-0691/cve_org
https://cve.report/CVE-2004-0691.pdf
http://cve.report/vendor/trolltech
http://cve.report/software/trolltech/qt
http://www.debian.org/security/2004/dsa-542
http://marc.info/?l=bugtraq&m=109295309008309&w=2
http://sunsolve.sun.com/search/document.do?assetkey=1-66-201610-1
http://www.redhat.com/support/errata/RHSA-2004-414.html
http://www.novell.com/linux/security/advisories/2004_27_qt3.html
http://www.mandriva.com/security/advisories?name=MDKSA-2004:085
https://exchange.xforce.ibmcloud.com/vulnerabilities/17040
http://security.gentoo.org/glsa/glsa-200408-20.xml
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9485
https://www.cve.org/CVERecord?id=CVE-2004-0691
https://nvd.nist.gov/vuln/detail/CVE-2004-0691


There are currently no legacy QID mappings associated with this CVE.
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