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Summary

CVE CVE-2004-0746

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-10-20 04:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description Konqueror in KDE 3.2.3 and earlier allows web sites to set cookies for country-specific top-level domains, such as .ltd.uk, .plc.uk and .firm.in, which could allow remote attackers to perform a session fixation attack and hijack a user's HTTP session.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Gentoo Linux 1.4 All All All

Operating System Gentoo Linux 1.4 All All All

Operating System Kde Kde 3.1.3 All All All

Operating System Kde Kde 3.2 All All All

Operating System Kde Kde 3.1.3 All All All

Operating System Kde Kde 3.2 All All All

Application Kde Konqueror 3.0 All All All

Application Kde Konqueror 3.0.1 All All All

Application Kde Konqueror 3.0.2 All All All

Application Kde Konqueror 3.0.3 All All All

Application Kde Konqueror 3.0.5 All All All

Application Kde Konqueror 3.0.5b All All All

Application Kde Konqueror 3.1 All All All

Application Kde Konqueror 3.1.1 All All All

Application Kde Konqueror 3.1.2 All All All

Application Kde Konqueror 3.1.3 All All All

Application Kde Konqueror 3.1.5 All All All
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Application Kde Konqueror 3.1.5 All All All

Application Kde Konqueror 3.2.1 All All All

Application Kde Konqueror 3.2.3 All All All

Application Kde Konqueror 3.0 All All All

Application Kde Konqueror 3.0.1 All All All

Application Kde Konqueror 3.0.2 All All All

Application Kde Konqueror 3.0.3 All All All

Application Kde Konqueror 3.0.5 All All All

Application Kde Konqueror 3.0.5b All All All

Application Kde Konqueror 3.1 All All All

Application Kde Konqueror 3.1.1 All All All

Application Kde Konqueror 3.1.2 All All All

Application Kde Konqueror 3.1.3 All All All

Application Kde Konqueror 3.1.5 All All All

Application Kde Konqueror 3.2.1 All All All

Application Kde Konqueror 3.2.3 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All amd64 All

Operating System Mandrakesoft Mandrake Linux 9.2 All All All

Operating System Mandrakesoft Mandrake Linux 9.2 All amd64 All

Operating System Mandrakesoft Mandrake Linux 10.0 All All All

Operating System Mandrakesoft Mandrake Linux 10.0 All amd64 All

Operating System Mandrakesoft Mandrake Linux 9.2 All All All

Operating System Mandrakesoft Mandrake Linux 9.2 All amd64 All

Operating System Suse Suse Linux 8 All enterprise_server All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All enterprise_server All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 8 All enterprise_server All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All enterprise_server All
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Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

References

Reference Source Link Tags

MandrakeSecure: MandrakeSoft Security Advisory MDKSA-2004:086 : kdelibs/kdebase MANDRAKE www.mandrakesecure.net

'KDE Security Advisory: Konqueror Cross-Domain Cookie Injection' - MARC BUGTRAQ marc.info

Repository / Oval Repository OVAL oval.cisecurity.org

www.kde.org/info/security/advisory-20040823-1.txt CONFIRM www.kde.org

Secunia - Advisories - Konqueror Cross-Domain Cookie Injection Vulnerability SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Home - Conectiva CONECTIVA distro.conectiva.com.br

KDE Konqueror Cookie Domain Validation Vulnerability BID www.securityfocus.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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