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AVNACLAUNCAVINAP Certain versions of Hitp Server from Apache contain the following
’ vulnerability:

mod_ssl in Apache 2.0.50 and earlier allows remote attackers to cause
a denial of service (CPU consumption) by aborting an SSL connection
in a way that causes an Apache child process to enter an infinite loop.

CVE-2004-0748 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Pony Mail! / MLIST [httpd-cvs] 20210330 svn commit: r1073139 [1/13] - in
/websites/staging/httpd/trunk/content: ./ security/json/

Pony Mail! / MLIST [httpd-cvs] 20190815 svn commit: 11048743 [2/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-httpd.xml

security/vulnerabilities_13.html security/vulnerabilities_20.html
security/vulnerabilities_22.html security/vulnerabilities_24.html

Pony Mail! / MLIST [httpd-cvs] 20210330 svn commit: r1073143 [2/3] - in

[ text/html | /websites/staging/httpd/trunk/content: ./ security/

Pony Mail! / MLIST [httpd-cvs] 20210330 svn commit: r1888194 [3/13] -
/httpd/site/trunk/content/security/json/

Pony Mail! / MLIST [httpd-cvs] 20190815 svn commit: r1048742 [2/4] - in
[ text/html | /websites/staging/httpd/trunk/content: ./ security/vulnerabilities-httpd.xml

securitv/vulnerabilities 13.html securitv/vulnerabilities 20.html


https://cve.report/
https://cve.report/CVE-2004-0748/mitre
https://cve.report/CVE-2004-0748/nist
https://cve.report/CVE-2004-0748/cve_org
https://cve.report/CVE-2004-748.pdf
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/5df9bfb86a3b054bb985a45ff9250b0332c9ecc181eec232489e7f79@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9e8622254184645bc963a1d47c5d47f6d5a36d6f080d8d2c43b2b142@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd65d8ba68ba17e7deedafbf5bb4899f2ae4dad781d21b931c2941ac3@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/54a42d4b01968df1117cea77fc53d6beb931c0e05936ad02af93e9ac@%253Ccvs.httpd.apache.org%253E

security/vulnerabilities_22.html security/vulnerabilities_24.html

Repository / Oval oval.cisecurity.org () OVAL oval:org.mitre.oval:def:11126

Repository text/html

Pony Mail! lists.apache.org / MLIST [httpd-cvs] 20210330 svn commit: r1073149 [1/13] - in
text/html /websites/staging/httpd/trunk/content: ./ security/ security/json/

redhat.com | Red Hat & REDHAT RHSA-2004:349

Support Vendor Advisory
www.redhat.com
text/html

Pony Mail! lists.apache.org / MLIST [httpd-cvs] 20210330 svn commit: r1073140 [2/4] - in
text/html /websites/staging/httpd/trunk/content: ./ security/cvejsontohtml.py

security/vulnerabilities_13.html security/vulnerabilities_20.html
security/vulnerabilities_22.html security/vulnerabilities_24.html

Security Announcement web.archive.org ot SUSE SUSE-SA:2004:030
text/html
Inactive Link Not Archived

Pony Mail! lists.apache.org / MLIST [httpd-cvs] 20210606 svn commit: 11075470 [2/4] - in

text/html /websites/staging/httpd/trunk/content: ./ security/json/CVE-2020-13938.json
security/vulnerabilities_13.html security/vulnerabilities_20.html
security/vulnerabilities_22.html security/vulnerabilities_24.html

www.mandrakesecure.net () MANDRAKE MDKSA-2004:096

Inactive Link™ Not Archived

IBM X-Force Exchange STIEEER TSN @ XF apache-modssl-dos(17200)
text/html

Pony Mail! lists.apache.org / MLIST [httpd-cvs] 20210330 svn commit: r1073139 [3/13] - in
text/html /websites/staging/httpd/trunk/content: ./ security/json/

Pony Mail! lists.apache.org / MLIST [httpd-cvs] 20200401 svn commit: r1058587 [2/4] - in

text/html /websites/staging/httpd/trunk/content: ./ security/vulnerabilities-httpd.xml
security/vulnerabilities_13.html security/vulnerabilities_20.html
security/vulnerabilities_22.html security/vulnerabilities_24.html

Pony Mail! lists.apache.org / MLIST [httpd-cvs] 20210330 svn commit: r1073149 [4/13] - in
text/html /websites/staging/httpd/trunk/content: ./ security/ security/json/

TRUSTIX 2004-0047
text/plain
Inactive Link™ Not Archived

Pony Mail! lists.apache.org / MLIST [httpd-cvs] 20200401 svn commit: 11058586 [2/4] - in

text/html /websites/staging/httpd/trunk/content: ./ security/vulnerabilities-httpd.xml
security/vulnerabilities_13.html security/vulnerabilities_20.html
security/vulnerabilities_22.html security/vulnerabilities_24.html

Gentoo Linux www.gentoo.org ¢ GENTOO GLSA-200409-21
Documentation -- Apache text/html

2, mod_dav: Multiple
vulnerabilities

130750 — CAN-2004-0748 bugzilla.redhat.com () CONFIRM bugzilla.redhat.com/bugzilla/show_bug.cgi?id=130750
Apache child infinite loop text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.


https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11126
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E
http://www.redhat.com/support/errata/RHSA-2004-349.html
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https://web.archive.org/web/2004/http://www.novell.com/linux/security/advisories/2004_30_apache2.html
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https://lists.apache.org/thread.html/re895fc1736d25c8cf57e102c871613b8aeec9ea26fd8a44e7942b5ab@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r734a07156abf332d5ab27fb91d9d962cacfef4f3681e44056f064fa8@%253Ccvs.httpd.apache.org%253E
https://cve.report/CVE-2004-0748/c29cb351
https://lists.apache.org/thread.html/r0276683d8e1e07153fc8642618830ac0ade85b9ae0dc7b07f63bb8fc@%253Ccvs.httpd.apache.org%253E
http://www.gentoo.org/security/en/glsa/glsa-200409-21.xml
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=130750
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There are currently no QIDs associated with this CVE
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dkakakak kR kR,

kK kKR kK,

cpe:2.3:a:apache:http_server:2.0:*:*:*:***:*:

Lk Rk kR akak.

cpe:2.3:a:apache:http_server:2.0.28:*:*:*:**:*:*:

sk Kk kR akak.
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dk Lk k kR akak.

cpe:2.3:a:apache:http_server:2.0.36::*:*:**:*:*:
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cpe:2.3:a:apache:http_server:2.0.38:*:*:*:**:*:*:
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