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Summary

CVE CVE-2004-0778

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-10-20 04:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description CVS 1.11.x before 1.11.17, and 1.12.x before 1.12.9, allows remote attackers to determine the existence of arbitrary files and directories via the -X command for an alternate history file, which causes different error messages to be returned.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cvs Cvs 1.10.6 All All All

Application Cvs Cvs 1.10.7 All All All

Application Cvs Cvs 1.10.8 All All All

Application Cvs Cvs 1.11 All All All

Application Cvs Cvs 1.11.1 All All All

Application Cvs Cvs 1.11.10 All All All

Application Cvs Cvs 1.11.11 All All All

Application Cvs Cvs 1.11.14 All All All

Application Cvs Cvs 1.11.15 All All All

Application Cvs Cvs 1.11.16 All All All

Application Cvs Cvs 1.11.1_p1 All All All

Application Cvs Cvs 1.11.2 All All All

Application Cvs Cvs 1.11.3 All All All

Application Cvs Cvs 1.11.4 All All All

Application Cvs Cvs 1.11.5 All All All

Application Cvs Cvs 1.11.6 All All All

Application Cvs Cvs 1.12.1 All All All
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Application Cvs Cvs 1.12.1 All All All

Application Cvs Cvs 1.12.2 All All All

Application Cvs Cvs 1.12.5 All All All

Application Cvs Cvs 1.12.7 All All All

Application Cvs Cvs 1.12.8 All All All

Application Cvs Cvs 1.10.6 All All All

Application Cvs Cvs 1.10.7 All All All

Application Cvs Cvs 1.10.8 All All All

Application Cvs Cvs 1.11 All All All

Application Cvs Cvs 1.11.1 All All All

Application Cvs Cvs 1.11.10 All All All

Application Cvs Cvs 1.11.11 All All All

Application Cvs Cvs 1.11.14 All All All

Application Cvs Cvs 1.11.15 All All All

Application Cvs Cvs 1.11.16 All All All

Application Cvs Cvs 1.11.1_p1 All All All

Application Cvs Cvs 1.11.2 All All All

Application Cvs Cvs 1.11.3 All All All

Application Cvs Cvs 1.11.4 All All All

Application Cvs Cvs 1.11.5 All All All

Application Cvs Cvs 1.11.6 All All All

Application Cvs Cvs 1.12.1 All All All

Application Cvs Cvs 1.12.2 All All All

Application Cvs Cvs 1.12.5 All All All

Application Cvs Cvs 1.12.7 All All All

Application Cvs Cvs 1.12.8 All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

iDEFENSE IDEFENSE www.idefense.com Vendor Advisory

CVS Undocumented History Flag Information Disclosure Vulnerability BID www.securityfocus.com Patch, Vendor Advisory

US-CERT Vulnerability Note VU#579225 CERT-VN www.kb.cert.org Patch, Third Party Advisory, US Government Resource

MDKSA-2004:108 MANDRAKE www.mandrakesecure.net

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
http://cve.report/vendor/cvs
http://cve.report/software/cvs/cvs
https://exchange.xforce.ibmcloud.com/vulnerabilities/17001
http://www.idefense.com/application/poi/display?id=130&type=vulnerabilities
http://www.securityfocus.com/bid/10955
http://www.kb.cert.org/vuls/id/579225
http://www.mandrakesecure.net/en/advisories/advisory.php?name=MDKSA-2004:108
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10688
https://www.cve.org/CVERecord?id=CVE-2004-0778


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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