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CVE CVE-2004-0826
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-31 05:00:00 UTC
Updated 2017-07-11 01:30:00 UTC
Description Heap-based buffer overflow in Netscape Network Security Services (NSS) library allows remote attackers to execute arbitre

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Hp Hp-ux 11.00 All All All
Operating System Hp Hp-ux 11.11 All All All
Operating System Hp Hp-ux 11.23 All iab4_64-bit All
Operating System Hp Hp-ux 11.00 All All All
Operating System Hp Hp-ux 11.11 All All All
Operating System Hp Hp-ux 11.23 All ia64_64-bit All
Application Mozilla Network Security Services 3.2 All All All
Application Mozilla Network Security Services 3.21 All All All
Application Mozilla Network Security Services 3.3 All All All
Application Mozilla Network Security Services 3.3.1 All All All
Application Mozilla Network Security Services 3.3.2 All All All
Application Mozilla Network Security Services 3.4 All All All
Application Mozilla Network Security Services 3.4.1 All All All
Application Mozilla Network Security Services 342 All All All
Application Mozilla Network Security Services 3.5 All All All
Application Mozilla Network Security Services 3.6 All All All
Application Mozilla Network Security Services 3.6.1 All All All
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Application Sun One Web Server 6.0 sp7 All All

Application Sun One Web Server 6.0 sp8 All All

Application Sun One Web Server 6.1 All All All

Application Sun One Web Server 6.1 spf All All

Application Sun One Web Server 6.1 sp2 All All

Application Sun One Web Server 4.1 All All All

Application Sun One Web Server 41 spi All All

Application Sun One Web Server 41 sp10 All All

Application Sun One Web Server 41 spi1 All All

Application Sun One Web Server 41 spi12 All All

Application Sun One Web Server 41 sp13 All All

Application Sun One Web Server 41 spl14 All All

Application Sun One Web Server 41 sp2 All All

Application Sun One Web Server 41 sp3 All All

Application Sun One Web Server 41 sp4 All All

Application Sun One Web Server 4.1 sp5 All All

Application Sun One Web Server 41 sp6 All All

Application Sun One Web Server 4.1 sp7 All All

Application Sun One Web Server 4.1 sp8 All All

Application Sun One Web Server 4.1 sp9 All All

Application Sun One Web Server 6.0 sp3 All All

Application Sun One Web Server 6.0 sp4 All All

Application Sun One Web Server 6.0 sp5 All All

Application Sun One Web Server 6.0 sp7 All All

Application Sun One Web Server 6.0 sp8 All All

Application Sun One Web Server 6.1 All All All

Application Sun One Web Server 6.1 sp1 All All

Application Sun One Web Server 6.1 sp2 All All

Reference Source Link

IBM X-Force Exchange XF exchange.xfo
'[security bulletin] SSRT4779 - rev.0 HP-UX Netscape NSS Library Suite SSLv2 remote buffer overflow' - MARC  HP marc.info
20040823 Netscape NSS Library Remote Compromise ISS xforce.iss.net
Mozilla Network Security Services Library Remote Heap Overflow Vulnerability BID www.security
CVE Program record CVE.ORG www.cve.org
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https://exchange.xforce.ibmcloud.com/vulnerabilities/16314
http://marc.info/?l=bugtraq&m=109351293827731&w=2
http://xforce.iss.net/xforce/alerts/id/180
http://www.securityfocus.com/bid/11015
https://www.cve.org/CVERecord?id=CVE-2004-0826

NVD vulnerability detail NVD nvd.nist.gov

|

/] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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