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smbd in Samba before 2.2.11 allows remote attackers to cause a denial of service (daemon crash) by sending a FindNextF
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Samba Samba 1.9.17 All All All
Samba Samba 1.9.17 p1 All All
Samba Samba 1.9.17 p2 All All
Samba Samba 1.9.17 p3 All All
Samba Samba 1.9.17 p4 All All
Samba Samba 1.9.17 p5 All All
Samba Samba 1.9.18 All All All
Samba Samba 1.9.18 pi All All
Samba Samba 1.9.18 p10 All All
Samba Samba 1.9.18 p2 All All
Samba Samba 1.9.18 p3 All All
Samba Samba 1.9.18 p4 All All
Samba Samba 1.9.18 p5 All All
Samba Samba 1.9.18 p6 All All
Samba Samba 1.9.18 p7 All All
Samba Samba 1.9.18 p8 All All
Samba Samba 2.0.0 All All All


https://cve.report/
https://cve.report/CVE-2004-0829/mitre
https://cve.report/CVE-2004-0829/nist
https://cve.report/CVE-2004-0829/cve_org
https://cve.report/api/cve/CVE-2004-0829.json
https://cve.report/CVE-2004-0829.pdf
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

Samba

2.0.1

2.0.2

2.0.3

2.0.4

2.0.5

2.0.5a

2.0.6

2.0.7

220

2.2.1

2.2.10

222

223

2.2.3a

224

2.2.5

226

2.2.7

2.2.7a

2.2.8

2.2.8a

2.2.9

1.9.17

1.9.17

1.9.17

1.9.17

1.9.17

1.9.17

1.9.18

1.9.18

1.9.18

1.9.18

1.9.18

1.9.18

1.9.18

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
p1
p2
p3
p4
p5
All
p1
p10
p2
p3
p4

p5

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba

Application Samba Samba 1.9.18 p6 All All
Application Samba Samba 1.9.18 p7 All All
Application Samba Samba 1.9.18 p8 All All
Application Samba Samba 2.0.0 All All All
Application Samba Samba 2.01 All All All
Application Samba Samba 2.0.2 All All All
Application Samba Samba 2.0.3 All All All
Application Samba Samba 2.04 All All All
Application Samba Samba 2.0.5 All All All
Application Samba Samba 2.0.5a All All All
Application Samba Samba 2.0.6 All All All
Application Samba Samba 2.0.7 All All All
Application Samba Samba 220 All All All
Application Samba Samba 2.2.1 All All All
Application Samba Samba 2.2.10 All All All
Application Samba Samba 222 All All All
Application Samba Samba 2.2.3 All All All
Application Samba Samba 2.2.3a All All All
Application Samba Samba 224 All All All
Application Samba Samba 225 All All All
Application Samba Samba 2.2.6 All All All
Application Samba Samba 2.2.7 All All All
Application Samba Samba 2.2.7a All All All
Application Samba Samba 228 All All All
Application Samba Samba 2.2.8a All All All
Application Samba Samba 229 All All All
Reference Source Link
Samba - Release Notes Archive CONFIRM  samba.org
2004-0043 TRUSTIX  www.trustix.org

20040831 Samba FindNextPrintChangeNotify() Error Lets Remote Authenticated Users Crash smbd BUGTRAQ seclists.org

Gentoo Linux Documentation -- Samba: Remote printing non-vulnerability GENTOO  www.gentoo.org
IBM X-Force Exchange XF exchange.xforce.ibmclou
CVE Program record CVE.ORG  www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-08-30 Mark J Cox  We do not class this as a security issue; this can only cause a denial of service for the attacker.
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There are currently no legacy QID mappings associated with this CVE.
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