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Summary

CVE CVE-2004-0832

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-11-03 05:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description The (1) ntlm_fetch_string and (2) ntlm_get_string functions in Squid 2.5.6 and earlier, with NTLM authentication enabled, allow remote attackers to cause a denial of service (application crash) via an NTLMSSP packet that causes a negative value to be passed to memcpy.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squid Squid All All All All

References

Reference Source Link Tags

404 Not Found FEDORA fedoranews.org

squid-cache.org CONFIRM www1.uk.squid-cache.org

Squid Proxy NTLM Authentication Denial Of Service Vulnerability BID www.securityfocus.com Patch, Vendor Advisory

Gentoo Linux Documentation -- Squid: Denial of service when using NTLM authentication GENTOO www.gentoo.org Patch, Vendor Advisory

404 Not Found CONFIRM www.squid-cache.org

Repository / Oval Repository OVAL oval.cisecurity.org

Advisories - Mandriva MANDRAKE www.mandriva.com

2004-0047 TRUSTIX www.trustix.org Patch, Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2004-0832/mitre
https://cve.report/CVE-2004-0832/nist
https://cve.report/CVE-2004-0832/cve_org
https://cve.report/CVE-2004-0832.pdf
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://fedoranews.org/updates/FEDORA--.shtml
http://www1.uk.squid-cache.org/squid/Versions/v2/2.5/bugs/#squid-2.5.STABLE6-ntlm_fetch_string
http://www.securityfocus.com/bid/11098
http://www.gentoo.org/security/en/glsa/glsa-200409-04.xml
http://www.squid-cache.org/bugs/show_bug.cgi?id=1045
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10489
http://www.mandriva.com/security/advisories?name=MDKSA-2004:093
http://www.trustix.org/errata/2004/0047/
https://exchange.xforce.ibmcloud.com/vulnerabilities/17218
https://www.cve.org/CVERecord?id=CVE-2004-0832
https://nvd.nist.gov/vuln/detail/CVE-2004-0832


There are currently no legacy QID mappings associated with this CVE.
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