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Summary

CVE CVE-2004-0841

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-12-23 05:00:00 UTC

Updated 2021-07-23 12:55:00 UTC

Description Internet Explorer 6.x allows remote attackers to install arbitrary programs via mousedown events that call the Popup.show method and use drag-and-drop actions in a popup window, aka "HijackClick 3" and the "Script in Image Tag File Download Vulnerability."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Avaya Definity One Media Server All All All All

Hardware Avaya Definity One Media Server All All All All

Application Avaya Ip600 Media Servers All All All All

Application Avaya Ip600 Media Servers All All All All

Operating System Avaya Modular Messaging Message Storage Server 1.1 All All All

Operating System Avaya Modular Messaging Message Storage Server 2.0 All All All

Operating System Avaya Modular Messaging Message Storage Server 1.1 All All All

Operating System Avaya Modular Messaging Message Storage Server 2.0 All All All

Hardware Avaya S3400 All All All All

Hardware Avaya S3400 All All All All

Hardware Avaya S8100 All All All All

Hardware Avaya S8100 All All All All

Application Microsoft Ie 5.0.1 All All All

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All

Application Microsoft Ie 5.0.1 sp3 All All

Application Microsoft Ie 5.0.1 sp4 All All
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Application Microsoft Ie 5.0.1 sp4 All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Ie 5.0.1 All All All

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All

Application Microsoft Ie 5.0.1 sp3 All All

Application Microsoft Ie 5.0.1 sp4 All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Internet Explorer 5.0.1 All All All

Application Microsoft Internet Explorer 5.0.1 sp1 All All

Application Microsoft Internet Explorer 5.0.1 sp2 All All

Application Microsoft Internet Explorer 5.0.1 sp3 All All

Application Microsoft Internet Explorer 5.0.1 sp4 All All

Application Microsoft Internet Explorer 5.5 All All All

Application Microsoft Internet Explorer 5.5 sp1 All All

Application Microsoft Internet Explorer 5.5 sp2 All All

Application Microsoft Internet Explorer 6.0 All All All
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Repository / Oval Repository OVAL

IBM X-Force Exchange XF

20040712 Brand New Hole: Internet Explorer: HijackClick 3 FULLDISC

Secunia - Advisories - Microsoft Internet Explorer Multiple Vulnerabilities SECUNIA

SecurityFocus BUGTRAQ

Microsoft Internet Explorer Access Control Flaw in popup.show() Lets Remote Users Execute Mouse-Click Actions - SecurityTracker SECTRACK

US-CERT Technical Cyber Security Alert TA04-293A -- Multiple Vulnerabilities in Microsoft Internet Explorer CERT

Microsoft Internet Explorer Popup.show Mouse Event Hijacking Vulnerability BID

Microsoft Security Bulletin MS04-038 - Critical | Microsoft Docs MS

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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