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CVE-2004-0866

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVINJAC:L/AUNIC:P/LPAP

Certain versions of Konqueror from Kde contain the following
vulnerability:

Internet Explorer 6.0 allows web sites to set cookies for country-
specific top-level domains, such as .ltd.uk, .plc.uk, and .sch.uk, which
could allow remote attackers to perform a session fixation attack and
hijack a user's HTTP session.

CVE-2004-0866 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH
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CVE References

Description

Attacks

IBM X-Force Exchange

'wp-04-0001: Multiple Browser Cookie Injection Vulnerabilities' - MARC

Multiple Browser Cross-Domain Cookie Injection Vulnerability

Tags Link

(3) BUGTRAQ 20040916
wp-04-0001: Multiple
Browser Cookie Injection
Vulnerabilities

SecurityTracker.com Archives - Microsoft Internet Explorer Bug in Setting (7) SECTRACK 1011332
Cookies in Certain Domains May Let Remote Users Conduct Session Fixation

() BID 11186

Vendor Advisory
cve.report (archive)
text/html

IR Akl @ XF web-browser-

session-hijack(17415)


https://cve.report/
https://cve.report/CVE-2004-0866/mitre
https://cve.report/CVE-2004-0866/nist
https://cve.report/CVE-2004-0866/cve_org
https://cve.report/CVE-2004-866.pdf
http://cve.report/software/kde/konqueror
http://cve.report/vendor/kde
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://marc.info/?l=bugtraq&m=109536612321898&w=2
http://securitytracker.com/id?1011332
http://cve.report/bid/11186
https://exchange.xforce.ibmcloud.com/vulnerabilities/17415

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Kde Konqueror 211 All All All
Application Kde Konqueror 2.1.2 All All All
Application Kde Konqueror 221 All All All
Application Kde Konqueror 222 All All All
Application Kde Konqueror 3.0 All All All
Application Kde Konqueror 3.0.1 All All All
Application Kde Konqueror 3.0.2 All All All
Application Kde Konqueror 3.0.3 All All All
Application Kde Konqueror 3.0.5 All All All
Application Kde Konqueror 3.0.5b All All All
Application Kde Konqueror 3.1 All All All
Application Kde Konqueror 3.1.1 All All All
Application Kde Konqueror 3.1.2 All All All
Application Kde Konqueror 3.1.3 All All All
Application Kde Konqueror 3.1.4 All All All
Application Kde Konqueror 3.15 All All All
Application Kde Konqueror 3.2.1 All All All
Application Kde Konqueror 323 All All All
Application Kde Konqueror 2.1.1 All All All
Application Kde Konqueror 212 All All All
Application Kde Konqueror 2.2.1 All All All
Application Kde Konqueror 222 All All All
Application Kde Konqueror 3.0 All All All
Application Kde Konqueror 3.0.1 All All All
Application Kde Konqueror 3.0.2 All All All
Application Kde Konqueror 3.0.3 All All All
Application Kde Konqueror 3.05 All All All

Application Kde Konaueror 3.0.5b All All All
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cpe:2.3:a:kde:konqueror:2.2.1:

cpe:2.3:a:kde:konqueror:2.2.2:*

cpe:2.3:a:kde:konqueror:3.0:*:

cpe:2.3:ackde:konqueror:3.0.1 "

cpe:2.3:a:kde:konqueror:3.0.2:*

cpe:2.3:a:kde:konqueror:3.0.3:*

cpe:2.3:a:kde:konqueror:3.0.5:*

dkak kR kR k.

cpe:2.3:a:kde:konqueror:3.0.5b:**

Kk koK kKK,

cpe:2.3:a:kde:konqueror:3.1:*

cpe:2.3:ackde:konqueror:3.1.1

cpe:2.3:a:kde:konqueror:3.1.2:* "

cpe:2.3:a:kde:konqueror:3.1.3: "

cpe:2.3:a:kde:konqueror:3.1.4:* "

cpe:2.3:a:kde:konqueror:3.1.5:* "

cpe:2.3:a:kde:konqueror:3.2.1: " "

cpe:2.3:a:kde:konqueror:3.2.3:* "t

cpe:2.3:a:kde:konqueror:2.1.1: "

cpe:2.3:a:kde:konqueror:2.1.2:* "

cpe:2.3:a:kde:konqueror:2.2.1: "7

cpe:2.3:a:kde:konqueror:2.2.2:* "

cpe:2.3:a:kde:konqueror:3.0:*:*: "

cpe:2.3:a:kde:konqueror:3.0.1:%:*: "

cpe:2.3:a:kde:konqueror:3.0.2:%:*

cpe:2.3:a:kde:konqueror:3.0.3:*:*

cpe:2.3:a:kde:konqueror:3.0.5:%

dkakuk ok kakk,

cpe:2.3:a:kde:konqueror:3.0.5b:

akLk kKK LKLk,

cpe:2.3:a:kde:konqueror:3.1:*:

cpe:2.3:a:kde:konqueror:3.1.1: %
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cpe:2.3:a:kde:konqueror:3.1.3:
cpe:2.3:ackde:konqueror:3.1.4:
cpe:2.3:ackde:konqueror:3.1.5:*
cpe:2.3:ackde:konqueror:3.2.1 %
cpe:2.3:a:kde:konqueror:3.2.3:*
cpe:2.3:a:microsoftiie:6.0:*:***:**:*:
cpe:2.3:a:microsoft:ie:6.0:sp1: "

SRk kKKK,

cpe:2.3:a:microsoftiie:6.0:sp2:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:microsoftiie:6.0:*:***:**:*:

SRk ok kKK,

cpe:2.3:a:microsoft:ie:6.0:sp1: "
cpe:2.3:a:microsoftiie:6.0:sp2:*:*:*:*:*:*:
cpe:2.3:a:microsoft:internet_explorer:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:0.9.2:*:* "

cpe:2.3:a:mozilla:firefox:0.9.2:%:* "

cpe:2.3:0:suse:suse_linux:8.1: "

cpe:2.3:0:suse:suse_linux:8.2:*:*: "

cpe:2.3:0:suse:suse_linux:9.0:

cpe:2.3:0:suse:suse_linux:8:*:enterprise_server:*:*:*:*:*:
akak ok kak ok k.

cpe:2.3:0:suse:suse_linux:8.1:

Ak kLK LK LK LK LK,

cpe:2.3:0:suse:suse_linux:8.2:*:*

cpe:2.3:0:suse:suse_linux:9.0:***

No vendor comments have been submitted for this CVE
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