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CVE CVE-2004-0885
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-11-03 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description The mod_ssl module in Apache 2.0.35 through 2.0.52, when using the "SSLCipherSuite" directive in directory or location cc

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.0.35 All All All


https://cve.report/
https://cve.report/CVE-2004-0885/mitre
https://cve.report/CVE-2004-0885/nist
https://cve.report/CVE-2004-0885/cve_org
https://cve.report/api/cve/CVE-2004-0885.json
https://cve.report/CVE-2004-0885.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
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Vendor Declared Affected Products

Source Vendor Product

CNA Na N/a

Version

affected n/a

Platforms

Not specified

References

Reference
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Pony Mail!

rhn.redhat.com | Red Hat Support
rhn.redhat.com | Red Hat Support
usn/usn-177-1 - Ubuntu Linux

Pony Mail!

Apache mod_ssl SSLCipherSuite Restriction Bypass Vulnerability
www1.itrc.hp.com/service/cki/docDisplay.do
IBM X-Force Exchange

Pony Mail!

#102198: Security Vulnerabilities in the Apache 2 Web Server
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Link
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www.securityfocus.c
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1. Overview:
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Bug 31505 - SSLCipherSuite can be bypassed during renegotiation
'[OpenPKG-SA-2004.044] OpenPKG Security Advisory (modssl)' - MARC
APPLE-SA-2005-08-15 Security Update 2005-007

Secunia - Advisories - Sun Solaris Multiple Apache2 Vulnerabilities
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nvd.nist.gov

Published Contributor Statement

Organization

Apache 2008-07-02 Mark J Cox

Fixed in Apache HTTP Server 2.0.53: http://httpd.apache.org/security/vulnerabilities_20.html


http://www.apacheweek.com/features/security-20
http://lists.apple.com/archives/security-announce/2005//Aug/msg00001.html
http://www.redhat.com/support/errata/RHSA-2004-562.html
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https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb@%253Ccvs.httpd.apache.org%253E
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There are currently no legacy QID mappings associated with this CVE.
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