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Summary

CVE CVE-2004-0888

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-01-27 05:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description Multiple integer overflows in xpdf 2.0 and 3.0, and other packages that use xpdf code such as CUPS, gpdf, and kdegraphics, allow remote attackers to cause a denial of service (crash) and possibly execute arbitrary code, a different set of vulnerabilities than those identified by CVE-2004-0889.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 3.0 All All All

Operating System Debian Debian Linux 3.0 All alpha All

Operating System Debian Debian Linux 3.0 All arm All

Operating System Debian Debian Linux 3.0 All hppa All

Operating System Debian Debian Linux 3.0 All ia-32 All

Operating System Debian Debian Linux 3.0 All ia-64 All

Operating System Debian Debian Linux 3.0 All m68k All

Operating System Debian Debian Linux 3.0 All mips All

Operating System Debian Debian Linux 3.0 All mipsel All

Operating System Debian Debian Linux 3.0 All ppc All

Operating System Debian Debian Linux 3.0 All s-390 All

Operating System Debian Debian Linux 3.0 All sparc All

Operating System Debian Debian Linux 3.0 All All All

Operating System Debian Debian Linux 3.0 All alpha All

Operating System Debian Debian Linux 3.0 All arm All

Operating System Debian Debian Linux 3.0 All hppa All

Operating System Debian Debian Linux 3.0 All ia-32 All
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Operating System Debian Debian Linux 3.0 All ia-32 All

Operating System Debian Debian Linux 3.0 All ia-64 All

Operating System Debian Debian Linux 3.0 All m68k All

Operating System Debian Debian Linux 3.0 All mips All

Operating System Debian Debian Linux 3.0 All mipsel All

Operating System Debian Debian Linux 3.0 All ppc All

Operating System Debian Debian Linux 3.0 All s-390 All

Operating System Debian Debian Linux 3.0 All sparc All

Application Easy Software Products Cups 1.0.4 All All All

Application Easy Software Products Cups 1.0.4_8 All All All

Application Easy Software Products Cups 1.1.1 All All All

Application Easy Software Products Cups 1.1.10 All All All

Application Easy Software Products Cups 1.1.12 All All All

Application Easy Software Products Cups 1.1.13 All All All

Application Easy Software Products Cups 1.1.14 All All All

Application Easy Software Products Cups 1.1.15 All All All

Application Easy Software Products Cups 1.1.16 All All All

Application Easy Software Products Cups 1.1.17 All All All

Application Easy Software Products Cups 1.1.18 All All All

Application Easy Software Products Cups 1.1.19 All All All

Application Easy Software Products Cups 1.1.19_rc5 All All All

Application Easy Software Products Cups 1.1.20 All All All

Application Easy Software Products Cups 1.1.4 All All All

Application Easy Software Products Cups 1.1.4_2 All All All

Application Easy Software Products Cups 1.1.4_3 All All All

Application Easy Software Products Cups 1.1.4_5 All All All

Application Easy Software Products Cups 1.1.6 All All All

Application Easy Software Products Cups 1.1.7 All All All

Application Easy Software Products Cups 1.0.4 All All All

Application Easy Software Products Cups 1.0.4_8 All All All

Application Easy Software Products Cups 1.1.1 All All All

Application Easy Software Products Cups 1.1.10 All All All

Application Easy Software Products Cups 1.1.12 All All All

Application Easy Software Products Cups 1.1.13 All All All

Application Easy Software Products Cups 1.1.14 All All All

Application Easy Software Products Cups 1.1.15 All All All
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Application Easy Software Products Cups 1.1.16 All All All

Application Easy Software Products Cups 1.1.17 All All All

Application Easy Software Products Cups 1.1.18 All All All

Application Easy Software Products Cups 1.1.19 All All All

Application Easy Software Products Cups 1.1.19_rc5 All All All

Application Easy Software Products Cups 1.1.20 All All All

Application Easy Software Products Cups 1.1.4 All All All

Application Easy Software Products Cups 1.1.4_2 All All All

Application Easy Software Products Cups 1.1.4_3 All All All

Application Easy Software Products Cups 1.1.4_5 All All All

Application Easy Software Products Cups 1.1.6 All All All

Application Easy Software Products Cups 1.1.7 All All All

Operating System Gentoo Linux All All All All

Operating System Gentoo Linux All All All All

Application Gnome Gpdf 0.112 All All All

Application Gnome Gpdf 0.131 All All All

Application Gnome Gpdf 0.112 All All All

Application Gnome Gpdf 0.131 All All All

Operating System Kde Kde 3.2 All All All

Operating System Kde Kde 3.2.1 All All All

Operating System Kde Kde 3.2.2 All All All

Operating System Kde Kde 3.2.3 All All All

Operating System Kde Kde 3.3 All All All

Operating System Kde Kde 3.3.1 All All All

Operating System Kde Kde 3.2 All All All

Operating System Kde Kde 3.2.1 All All All

Operating System Kde Kde 3.2.2 All All All

Operating System Kde Kde 3.2.3 All All All

Operating System Kde Kde 3.3 All All All

Operating System Kde Kde 3.3.1 All All All

Application Kde Koffice 1.3 All All All

Application Kde Koffice 1.3.1 All All All

Application Kde Koffice 1.3.2 All All All

Application Kde Koffice 1.3.3 All All All

Application Kde Koffice 1.3_beta1 All All All

Application Kde Koffice 1.3_beta2 All All All
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Application Kde Koffice 1.3_beta2 All All All

Application Kde Koffice 1.3_beta3 All All All

Application Kde Koffice 1.3 All All All

Application Kde Koffice 1.3.1 All All All

Application Kde Koffice 1.3.2 All All All

Application Kde Koffice 1.3.3 All All All

Application Kde Koffice 1.3_beta1 All All All

Application Kde Koffice 1.3_beta2 All All All

Application Kde Koffice 1.3_beta3 All All All

Application Kde Kpdf 3.2 All All All

Application Kde Kpdf 3.2 All All All

Application Pdftohtml Pdftohtml 0.32a All All All

Application Pdftohtml Pdftohtml 0.32b All All All

Application Pdftohtml Pdftohtml 0.33 All All All

Application Pdftohtml Pdftohtml 0.33a All All All

Application Pdftohtml Pdftohtml 0.34 All All All

Application Pdftohtml Pdftohtml 0.35 All All All

Application Pdftohtml Pdftohtml 0.36 All All All

Application Pdftohtml Pdftohtml 0.32a All All All

Application Pdftohtml Pdftohtml 0.32b All All All

Application Pdftohtml Pdftohtml 0.33 All All All

Application Pdftohtml Pdftohtml 0.33a All All All

Application Pdftohtml Pdftohtml 0.34 All All All

Application Pdftohtml Pdftohtml 0.35 All All All

Application Pdftohtml Pdftohtml 0.36 All All All

Operating System Redhat Enterprise Linux 2.1 All advanced_server All

Operating System Redhat Enterprise Linux 2.1 All advanced_server_ia64 All

Operating System Redhat Enterprise Linux 2.1 All enterprise_server All

Operating System Redhat Enterprise Linux 2.1 All enterprise_server_ia64 All

Operating System Redhat Enterprise Linux 2.1 All workstation All

Operating System Redhat Enterprise Linux 2.1 All workstation_ia64 All

Operating System Redhat Enterprise Linux 3.0 All advanced_server All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation_server All

Operating System Redhat Enterprise Linux 2.1 All advanced_server All

Operating System Redhat Enterprise Linux 2.1 All advanced_server_ia64 All
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Operating System Redhat Enterprise Linux 2.1 All enterprise_server All

Operating System Redhat Enterprise Linux 2.1 All enterprise_server_ia64 All

Operating System Redhat Enterprise Linux 2.1 All workstation All

Operating System Redhat Enterprise Linux 2.1 All workstation_ia64 All

Operating System Redhat Enterprise Linux 3.0 All advanced_server All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation_server All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Fedora Core core_2.0 All All All

Operating System Redhat Fedora Core core_2.0 All All All

Operating System Redhat Linux Advanced Workstation 2.1 All ia64 All

Operating System Redhat Linux Advanced Workstation 2.1 All itanium_processor All

Operating System Redhat Linux Advanced Workstation 2.1 All ia64 All

Operating System Redhat Linux Advanced Workstation 2.1 All itanium_processor All

Operating System Suse Suse Linux 8.0 All All All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.2 All All All

Operating System Suse Suse Linux 8.0 All All All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.2 All All All

Application Tetex Tetex 1.0.7 All All All

Application Tetex Tetex 2.0 All All All

Application Tetex Tetex 2.0.1 All All All

Application Tetex Tetex 2.0.2 All All All

Application Tetex Tetex 1.0.7 All All All

Application Tetex Tetex 2.0 All All All
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Application Tetex Tetex 2.0.1 All All All

Application Tetex Tetex 2.0.2 All All All

Operating System Ubuntu Ubuntu Linux 4.1 All ia64 All

Operating System Ubuntu Ubuntu Linux 4.1 All ppc All

Operating System Ubuntu Ubuntu Linux 4.1 All ia64 All

Operating System Ubuntu Ubuntu Linux 4.1 All ppc All

Application Xpdf Xpdf 0.90 All All All

Application Xpdf Xpdf 0.91 All All All

Application Xpdf Xpdf 0.92 All All All

Application Xpdf Xpdf 0.93 All All All

Application Xpdf Xpdf 1.0 All All All

Application Xpdf Xpdf 1.0a All All All

Application Xpdf Xpdf 1.1 All All All

Application Xpdf Xpdf 2.0 All All All

Application Xpdf Xpdf 2.1 All All All

Application Xpdf Xpdf 2.3 All All All

Application Xpdf Xpdf 3.0 All All All

Application Xpdf Xpdf 0.90 All All All

Application Xpdf Xpdf 0.91 All All All

Application Xpdf Xpdf 0.92 All All All

Application Xpdf Xpdf 0.93 All All All

Application Xpdf Xpdf 1.0 All All All

Application Xpdf Xpdf 1.0a All All All

Application Xpdf Xpdf 1.1 All All All

Application Xpdf Xpdf 2.0 All All All

Application Xpdf Xpdf 2.1 All All All

Application Xpdf Xpdf 2.3 All All All

Application Xpdf Xpdf 3.0 All All All

References

Reference Source Link Tags

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

Advisories - Mandriva MANDRAKE www.mandriva.com

Xpdf PDFTOPS Multiple Integer Overflow Vulnerabilities BID www.securityfocus.com Patch, Vendor Advisory

Gentoo Linux Documentation -- Xpdf, CUPS: Multiple integer overflows GENTOO www.gentoo.org

http://cve.report/vendor/tetex
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http://www.redhat.com/support/errata/RHSA-2005-066.html
http://www.redhat.com/support/errata/RHSA-2004-543.html
http://www.mandriva.com/security/advisories?name=MDKSA-2004:113
http://www.securityfocus.com/bid/11501
http://www.gentoo.org/security/en/glsa/glsa-200410-20.xml


Debian -- Security Information -- DSA-573-1 cupsys DEBIAN www.debian.org

FLSA:2353 FEDORA bugzilla.fedora.us

Repository / Oval Repository OVAL oval.cisecurity.org

Advisories - Mandriva MANDRAKE www.mandriva.com

Advisories - Mandriva MANDRAKE www.mandriva.com

Advisories - Mandriva MANDRAKE www.mandriva.com

Debian -- Security Information -- DSA-581-1 xpdf DEBIAN www.debian.org

redhat.com | Red Hat Support REDHAT www.redhat.com

'SUSE Security Announcement: xpdf, gpdf, kpdf, pdftohtml, cups' - MARC SUSE marc.info

Debian -- Security Information -- DSA-599-1 tetex-bin DEBIAN www.debian.org

Gentoo Linux Documentation -- GPdf, KPDF, KOffice: Vulnerabilities in included xpdf GENTOO www.gentoo.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Home - Conectiva CONECTIVA distro.conectiva.com.br

'[FLSA-2005:2352] Updated Xpdf package fixes security issues' - MARC FEDORA marc.info

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

usn/usn-9-1 - Ubuntu Linux UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.debian.org/security/2004/dsa-581
http://www.redhat.com/support/errata/RHSA-2004-592.html
http://marc.info/?l=bugtraq&m=109880927526773&w=2
http://www.debian.org/security/2004/dsa-599
http://www.gentoo.org/security/en/glsa/glsa-200410-30.xml
http://www.redhat.com/support/errata/RHSA-2005-354.html
http://distro.conectiva.com.br/atualizacoes/index.php?id=a&anuncio=000886
http://marc.info/?l=bugtraq&m=110815379627883&w=2
https://exchange.xforce.ibmcloud.com/vulnerabilities/17818
https://www.ubuntu.com/usn/usn-9-1/
https://www.cve.org/CVERecord?id=CVE-2004-0888
https://nvd.nist.gov/vuln/detail/CVE-2004-0888
https://cve.report/
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https://cve.report/mitre
http://cve.report/mitre_license.txt
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