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CVE CVE-2004-0889
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-01-27 05:00:00 UTC
Updated 2017-07-11 01:30:00 UTC
Description Multiple integer overflows in xpdf 3.0, and other packages that use xpdf code such as CUPS, allow remote attackers to cau

/ |
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Debian Debian Linux 3.0 All All All
Operating System  Debian Debian Linux 3.0 All alpha All
Operating System  Debian Debian Linux 3.0 All arm All
Operating System  Debian Debian Linux 3.0 All hppa All
Operating System  Debian Debian Linux 3.0 All ia-32 All
Operating System  Debian Debian Linux 3.0 All ia-64 All
Operating System  Debian Debian Linux 3.0 All m68k All
Operating System  Debian Debian Linux 3.0 All mips All
Operating System  Debian Debian Linux 3.0 All mipsel All
Operating System  Debian Debian Linux 3.0 All ppc All
Operating System  Debian Debian Linux 3.0 All s-390 All
Operating System  Debian Debian Linux 3.0 All sparc All
Operating System  Debian Debian Linux 3.0 All All All
Operating System  Debian Debian Linux 3.0 All alpha All
Operating System  Debian Debian Linux 3.0 All arm All
Operating System  Debian Debian Linux 3.0 All hppa All
Operating System  Debian Debian Linux 3.0 All ia-32 All
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Application Tetex Tetex 2.0.1 All All All
Application Tetex Tetex 2.0.2 All All All
Operating System  Ubuntu Ubuntu Linux 4.1 All ia64 All
Operating System  Ubuntu Ubuntu Linux 4.1 All ppc All
Operating System  Ubuntu Ubuntu Linux 4.1 All ia64 All
Operating System  Ubuntu Ubuntu Linux 4.1 All ppc All
Application Xpdf Xpdf 0.90 All All All
Application Xpdf Xpdf 0.91 All All All
Application Xpdf Xpdf 0.92 All All All
Application Xpdf Xpdf 0.93 All All All
Application Xpdf Xpdf 1.0 All All All
Application Xpdf Xpdf 1.0a All All All
Application Xpdf Xpdf 1.1 All All All
Application Xpdf Xpdf 2.0 All All All
Application Xpdf Xpdf 2.1 All All All
Application Xpdf Xpdf 23 All All All
Application Xpdf Xpdf 3.0 All All All
Application Xpdf Xpdf 0.90 All All All
Application Xpdf Xpdf 0.91 All All All
Application Xpdf Xpdf 0.92 All All All
Application Xpdf Xpdf 0.93 All All All
Application Xpdf Xpdf 1.0 All All All
Application Xpdf Xpdf 1.0a All All All
Application Xpdf Xpdf 1.1 All All All
Application Xpdf Xpdf 2.0 All All Al
Application Xpdf Xpdf 2.1 All All All
Application Xpdf Xpdf 2.3 All All All
Application Xpdf Xpdf 3.0 All All All
Reference Source Link Tags
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
Advisories - Mandriva MANDRAKE www.mandriva.com

Xpdf PDFTOPS Multiple Integer Overflow Vulnerabilities BID www.securityfocus.com
Gentoo Linux Documentation -- Xpdf, CUPS: Multiple integer overflows GENTOO www.gentoo.org Patcl
'SUSE Security Announcement: xpdf, gpdf, kpdf, pdftohtml, cups' - MARC SUSE marc.info
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https://exchange.xforce.ibmcloud.com/vulnerabilities/17819
http://www.mandriva.com/security/advisories?name=MDKSA-2004:113
http://www.securityfocus.com/bid/11501
http://www.gentoo.org/security/en/glsa/glsa-200410-20.xml
http://marc.info/?l=bugtraq&m=109880927526773&w=2

Gentoo Linux Documentation -- GPdf, KPDF, KOffice: Vulnerabilities in included xpdf GENTOO www.gentoo.org

CVE Program record CVE.ORG WWWw.cve.org cano
NVD vulnerability detail NVD nvd.nist.gov cano
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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