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Summary

CVE CVE-2004-0905

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-09-14 04:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description Mozilla Firefox before the Preview Release, Mozilla before 1.7.3, and Thunderbird before 0.8 allows remote attackers to perform cross-domain scripting and possibly execute arbitrary code by convincing a user to drag and drop javascript: links to a frame or page in another domain.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Conectiva Linux 10.0 All All All

Operating System Conectiva Linux 9.0 All All All

Operating System Conectiva Linux 10.0 All All All

Operating System Conectiva Linux 9.0 All All All

Application Mozilla Firefox 0.8 All All All

Application Mozilla Firefox 0.9 All All All

Application Mozilla Firefox 0.9 rc All All

Application Mozilla Firefox 0.9.1 All All All

Application Mozilla Firefox 0.9.2 All All All

Application Mozilla Firefox 0.9.3 All All All

Application Mozilla Firefox 0.8 All All All

Application Mozilla Firefox 0.9 All All All

Application Mozilla Firefox 0.9 rc All All

Application Mozilla Firefox 0.9.1 All All All

Application Mozilla Firefox 0.9.2 All All All

Application Mozilla Firefox 0.9.3 All All All

Application Mozilla Mozilla 1.0 All All All
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Application Mozilla Mozilla 1.0 All All All

Application Mozilla Mozilla 1.0 rc1 All All

Application Mozilla Mozilla 1.0 rc2 All All

Application Mozilla Mozilla 1.0.1 All All All

Application Mozilla Mozilla 1.0.2 All All All

Application Mozilla Mozilla 1.1 All All All

Application Mozilla Mozilla 1.1 alpha All All

Application Mozilla Mozilla 1.1 beta All All

Application Mozilla Mozilla 1.2 All All All

Application Mozilla Mozilla 1.2 alpha All All

Application Mozilla Mozilla 1.2 beta All All

Application Mozilla Mozilla 1.2.1 All All All

Application Mozilla Mozilla 1.3 All All All

Application Mozilla Mozilla 1.3.1 All All All

Application Mozilla Mozilla 1.4 All All All

Application Mozilla Mozilla 1.4 alpha All All

Application Mozilla Mozilla 1.4 beta All All

Application Mozilla Mozilla 1.4.1 All All All

Application Mozilla Mozilla 1.4.2 All All All

Application Mozilla Mozilla 1.5 All All All

Application Mozilla Mozilla 1.6 All All All

Application Mozilla Mozilla 1.7 All All All

Application Mozilla Mozilla 1.7 rc3 All All

Application Mozilla Mozilla 1.7.1 All All All

Application Mozilla Mozilla 1.7.2 All All All

Application Mozilla Mozilla 1.0 All All All

Application Mozilla Mozilla 1.0 rc1 All All

Application Mozilla Mozilla 1.0 rc2 All All

Application Mozilla Mozilla 1.0.1 All All All

Application Mozilla Mozilla 1.0.2 All All All

Application Mozilla Mozilla 1.1 All All All

Application Mozilla Mozilla 1.1 alpha All All

Application Mozilla Mozilla 1.1 beta All All

Application Mozilla Mozilla 1.2 All All All

Application Mozilla Mozilla 1.2 alpha All All

Application Mozilla Mozilla 1.2 beta All All
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Application Mozilla Mozilla 1.2.1 All All All

Application Mozilla Mozilla 1.3 All All All

Application Mozilla Mozilla 1.3.1 All All All

Application Mozilla Mozilla 1.4 All All All

Application Mozilla Mozilla 1.4 alpha All All

Application Mozilla Mozilla 1.4 beta All All

Application Mozilla Mozilla 1.4.1 All All All

Application Mozilla Mozilla 1.4.2 All All All

Application Mozilla Mozilla 1.5 All All All

Application Mozilla Mozilla 1.6 All All All

Application Mozilla Mozilla 1.7 All All All

Application Mozilla Mozilla 1.7 rc3 All All

Application Mozilla Mozilla 1.7.1 All All All

Application Mozilla Mozilla 1.7.2 All All All

Application Netscape Navigator 7.0 All All All

Application Netscape Navigator 7.0.2 All All All

Application Netscape Navigator 7.1 All All All

Application Netscape Navigator 7.2 All All All

Application Netscape Navigator 7.0 All All All

Application Netscape Navigator 7.0.2 All All All

Application Netscape Navigator 7.1 All All All

Application Netscape Navigator 7.2 All All All

Operating System Redhat Enterprise Linux 2.1 All advanced_server All

Operating System Redhat Enterprise Linux 2.1 All advanced_server_ia64 All

Operating System Redhat Enterprise Linux 2.1 All enterprise_server All

Operating System Redhat Enterprise Linux 2.1 All enterprise_server_ia64 All

Operating System Redhat Enterprise Linux 2.1 All workstation All

Operating System Redhat Enterprise Linux 2.1 All workstation_ia64 All

Operating System Redhat Enterprise Linux 3.0 All advanced_server All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation_server All

Operating System Redhat Enterprise Linux 2.1 All advanced_server All

Operating System Redhat Enterprise Linux 2.1 All advanced_server_ia64 All

Operating System Redhat Enterprise Linux 2.1 All enterprise_server All

Operating System Redhat Enterprise Linux 2.1 All enterprise_server_ia64 All

Operating System Redhat Enterprise Linux 2.1 All workstation All
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Operating System Redhat Enterprise Linux 2.1 All workstation All

Operating System Redhat Enterprise Linux 2.1 All workstation_ia64 All

Operating System Redhat Enterprise Linux 3.0 All advanced_server All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation_server All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Fedora Core core_1.0 All All All

Operating System Redhat Fedora Core core_1.0 All All All

Operating System Redhat Linux 7.3 All All All

Operating System Redhat Linux 7.3 All i386 All

Operating System Redhat Linux 7.3 All i686 All

Operating System Redhat Linux 9.0 All i386 All

Operating System Redhat Linux 7.3 All All All

Operating System Redhat Linux 7.3 All i386 All

Operating System Redhat Linux 7.3 All i686 All

Operating System Redhat Linux 9.0 All i386 All

Operating System Redhat Linux Advanced Workstation 2.1 All ia64 All

Operating System Redhat Linux Advanced Workstation 2.1 All itanium_processor All

Operating System Redhat Linux Advanced Workstation 2.1 All ia64 All

Operating System Redhat Linux Advanced Workstation 2.1 All itanium_processor All

Operating System Suse Suse Linux 1.0 All desktop All

Operating System Suse Suse Linux 8 All enterprise_server All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All enterprise_server All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 1.0 All desktop All

Operating System Suse Suse Linux 8 All enterprise_server All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All enterprise_server All

Operating System Suse Suse Linux 9.0 All x86_64 All

http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/fedora_core
http://cve.report/vendor/redhat
http://cve.report/software/redhat/fedora_core
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux_advanced_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux_advanced_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux_advanced_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux_advanced_workstation
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux


Operating System Suse Suse Linux 9.1 All All All

References

Reference Source Link

'[security bulletin]SSRT4826 rev.0 Mozilla Application Suite for HP Tru64 UNIX Multiple Potential Sec' - MARC HP marc.info

250862 – browser accepts dragged javascript: links (same-origin security hole) CONFIRM bugzilla.mozilla.org

'[FLSA-2004:2089] Updated mozilla packages fix security vulnerabilities' - MARC FEDORA marc.info

Mozilla Security Advisory CONFIRM www.mozilla.org

US-CERT Technical Cyber Security Alert TA04-261A -- Multiple vulnerabilities in Mozilla products CERT www.us-cert.gov

Security Announcement SUSE www.novell.com

Gentoo Linux Documentation -- Mozilla, Firefox, Thunderbird, Epiphany: New releases fix vulnerabilities GENTOO security.gentoo.org

Repository / Oval Repository OVAL oval.cisecurity.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Mozilla/Firefox Browsers URI Drag And Drop Cross-Domain Scripting Vulnerability BID www.securityfocus.com

US-CERT Vulnerability Note VU#651928 CERT-VN www.kb.cert.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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Free CVE JSON API cve.report/api
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