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The XPlInstall installer in Mozilla Firefox before the Preview Release, Mozilla before 1.7.3, and Thunderbird before 0.8 sets
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
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Application
Application
Application
Application
Application
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Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Mozilla 0.8 All All All
Mozilla Mozilla 0.9.2 All All All
Mozilla Mozilla 0.9.2.1 All All All
Mozilla Mozilla 0.9.3 All All All
Mozilla Mozilla 0.9.35 All All All
Mozilla Mozilla 0.9.4 All All All
Mozilla Mozilla 0.9.4.1 All All All
Mozilla Mozilla 0.9.48 All All All
Mozilla Mozilla 0.9.5 All All All
Mozilla Mozilla 0.9.6 All All All
Mozilla Mozilla 0.9.7 All All All
Mozilla Mozilla 0.9.8 All All All
Mozilla Mozilla 0.9.9 All All All
Mozilla Mozilla 1.0 All All All
Mozilla Mozilla 1.0 rcl All All
Mozilla Mozilla 1.0 rc2 All All
Mozilla Mozilla 1.0.1 All All All
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Application Mozilla Mozilla 1.7.2 All All All

Application Mozilla Thunderbird 0.1 All All All

Application Mozilla Thunderbird 0.2 All All All

Application Mozilla Thunderbird 0.3 All All All

Application Mozilla Thunderbird 0.4 All All All

Application Mozilla Thunderbird 0.5 All All All

Application Mozilla Thunderbird 0.6 All All All

Application Mozilla Thunderbird 0.7 All All All

Application Mozilla Thunderbird 0.7.1 All All All

Application Mozilla Thunderbird 0.7.2 All All All

Application Mozilla Thunderbird 0.7.3 All All All

Application Mozilla Thunderbird 0.1 All All All

Application Mozilla Thunderbird 0.2 All All All

Application Mozilla Thunderbird 0.3 All All All

Application Mozilla Thunderbird 0.4 All All All

Application Mozilla Thunderbird 0.5 All All All

Application Mozilla Thunderbird 0.6 All All All

Application Mozilla Thunderbird 0.7 All All All

Application Mozilla Thunderbird 0.7.1 All All All

Application Mozilla Thunderbird 0.7.2 All All All

Application Mozilla Thunderbird 0.7.3 All All All

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmc
Mozilla Security Advisory CONFIRM  www.mozilla.org
rhn.redhat.com | Red Hat Support REDHAT  www.redhat.com
US-CERT Vulnerability Note VU#653160 CERT-VN  www.kb.cert.org
231083 — wrong file permissions after installation CONFIRM  bugzilla.mozilla.org
Security Announcement SUSE www.novell.com
Secunia - Advisories - Mozilla Multiple Vulnerabilities SECUNIA  secunia.com
Mozilla/Firefox Browsers Tar.GZ Archive Weak Permissions Vulnerability BID www.securityfocus.coi
Repository / Oval Repository OVAL oval.cisecurity.org
Gentoo Linux Documentation -- Mozilla, Firefox, Thunderbird, Epiphany: New releases fix vulnerabilities GENTOO  security.gentoo.org
235781 — XPlInstall ignores user's umask when installing files CONFIRM  bugzilla.mozilla.org
CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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