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Summary

CVE CVE-2004-0918

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-01-27 05:00:00 UTC

Updated 2017-10-11 01:29:00 UTC

Description The asn_parse_header function (asn1.c) in the SNMP module for Squid Web Proxy Cache before 2.4.STABLE7 allows remote attackers to cause a denial of service (server restart) via certain SNMP packets with negative length fields that trigger a memory allocation error.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Gentoo Linux All All All All

Operating System Gentoo Linux All All All All

Application Openpkg Openpkg 2.1 All All All

Application Openpkg Openpkg 2.2 All All All

Application Openpkg Openpkg current All All All

Application Openpkg Openpkg 2.1 All All All

Application Openpkg Openpkg 2.2 All All All

Application Openpkg Openpkg current All All All

Operating System Redhat Fedora Core core_2.0 All All All

Operating System Redhat Fedora Core core_2.0 All All All

Application Squid Squid 2.0_patch2 All All All

Application Squid Squid 2.1_patch2 All All All

Application Squid Squid 2.3_.stable4 All All All

Application Squid Squid 2.3_.stable5 All All All

Application Squid Squid 2.4 All All All

Application Squid Squid 2.4_.stable2 All All All

Application Squid Squid 2.4_.stable6 All All All
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Application Squid Squid 2.4_.stable6 All All All

Application Squid Squid 2.4_.stable7 All All All

Application Squid Squid 2.5_.stable1 All All All

Application Squid Squid 2.5_.stable3 All All All

Application Squid Squid 2.5_.stable4 All All All

Application Squid Squid 2.5_.stable5 All All All

Application Squid Squid 2.5_.stable6 All All All

Application Squid Squid 3.0_pre1 All All All

Application Squid Squid 3.0_pre2 All All All

Application Squid Squid 3.0_pre3 All All All

Application Squid Squid 2.0_patch2 All All All

Application Squid Squid 2.1_patch2 All All All

Application Squid Squid 2.3_.stable4 All All All

Application Squid Squid 2.3_.stable5 All All All

Application Squid Squid 2.4 All All All

Application Squid Squid 2.4_.stable2 All All All

Application Squid Squid 2.4_.stable6 All All All

Application Squid Squid 2.4_.stable7 All All All

Application Squid Squid 2.5_.stable1 All All All

Application Squid Squid 2.5_.stable3 All All All

Application Squid Squid 2.5_.stable4 All All All

Application Squid Squid 2.5_.stable5 All All All

Application Squid Squid 2.5_.stable6 All All All

Application Squid Squid 3.0_pre1 All All All

Application Squid Squid 3.0_pre2 All All All

Application Squid Squid 3.0_pre3 All All All

Operating System Trustix Secure Linux 1.5 All All All

Operating System Trustix Secure Linux 2.0 All All All

Operating System Trustix Secure Linux 2.1 All All All

Operating System Trustix Secure Linux 1.5 All All All

Operating System Trustix Secure Linux 2.0 All All All

Operating System Trustix Secure Linux 2.1 All All All

Operating System Ubuntu Ubuntu Linux 4.1 All ia64 All

Operating System Ubuntu Ubuntu Linux 4.1 All ppc All

Operating System Ubuntu Ubuntu Linux 4.1 All ia64 All

Operating System Ubuntu Ubuntu Linux 4.1 All ppc All
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References

Reference Source Link

404 Not Found FEDORA fedoranews.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Accenture | Let there be change IDEFENSE www.idefense.com

SCOSA-2005.16 SCO ftp.sco.com

Gentoo Linux Documentation -- Squid: Remote DoS vulnerability GENTOO www.gentoo.org

[SECURITY] Fedora 9 Update: squid-3.0.STABLE7-1.fc9 FEDORA www.redhat.com

Squid Proxy SNMP ASN.1 Parser Denial Of Service Vulnerability BID www.securityfocus.com

redhat.com | Red Hat Support REDHAT www.redhat.com

'[OpenPKG-SA-2004.048] OpenPKG Security Advisory (squid)' - MARC OPENPKG marc.info

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

www.squid-cache.org/Advisories/SQUID-2008_1.txt CONFIRM www.squid-cache.org

Home - Conectiva CONECTIVA distro.conectiva.com.br

[security-announce] SUSE Security Summary Report SUSE-SR:2008:014 SUSE lists.opensuse.org

www.squid-cache.org/Advisories/SQUID-2004_3.txt CONFIRM www.squid-cache.org

Repository / Oval Repository OVAL oval.cisecurity.org

Fedora update for squid - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

http://fedoranews.org/updates/FEDORA--.shtml
https://exchange.xforce.ibmcloud.com/vulnerabilities/17688
http://secunia.com/advisories/30967
http://www.idefense.com/application/poi/display?id=152&type=vulnerabilities&flashstatus=false
ftp://ftp.sco.com/pub/updates/UnixWare/SCOSA-2005.16/SCOSA-2005.16.txt
http://www.gentoo.org/security/en/glsa/glsa-200410-15.xml
https://www.redhat.com/archives/fedora-package-announce/2008-July/msg00122.html
http://www.securityfocus.com/bid/11385
http://www.redhat.com/support/errata/RHSA-2004-591.html
http://marc.info/?l=bugtraq&m=109913064629327&w=2
http://www.vupen.com/english/advisories/2008/1969/references
http://www.squid-cache.org/Advisories/SQUID-2008_1.txt
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000923
http://lists.opensuse.org/opensuse-security-announce/2008-07/msg00001.html
http://www.squid-cache.org/Advisories/SQUID-2004_3.txt
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10931
http://secunia.com/advisories/30914
https://www.cve.org/CVERecord?id=CVE-2004-0918
https://nvd.nist.gov/vuln/detail/CVE-2004-0918
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2004-0918
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


