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CVE CVE-2004-0940
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-02-09 05:00:00 UTC
Updated 2024-02-02 03:05:00 UTC
Description Buffer overflow in the get_tag function in mod_include for Apache 1.3.x to 1.3.32 allows local users who can create SSI doc

/ |
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Risk And Classification

Problem Types: CWE-131

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hitp Server 1.3 All All All
Application Apache Http Server 1.3.1 All All All
Application Apache Hitp Server 1.3.11 All All All
Application Apache Http Server 1.3.12 All All All
Application Apache Hitp Server 1.3.14 All All All
Application Apache Http Server 1.3.17 All All All
Application Apache Hitp Server 1.3.18 All All All
Application Apache Http Server 1.3.19 All All All
Application Apache Http Server 1.3.20 All All All
Application Apache Http Server 1.3.22 All All All
Application Apache Http Server 1.3.23 All All All
Application Apache Http Server 1.3.24 All All All
Application Apache Http Server 1.3.25 All All All
Application Apache Http Server 1.3.26 All All All
Application Apache Http Server 1.3.27 All All All
Application Apache Http Server 1.3.28 All All All
Application Apache Http Server 1.3.29 All All All
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'[OpenPKG-SA-2004.047] OpenPKG Security Advisory (apache)' - MARC OPENPKG marc.info

CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov

4] |

Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox  Fixed in Apache HTTP Server 1.3.33: http://httpd.apache.org/security/vulnerabilities_13.html

There are currently no legacy QID mappings associated with this CVE.
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