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CVE CVE-2004-0949
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-01-10 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description The smb_recv_trans2 function call in the samba filesystem (smbfs) in Linux kernel 2.4 and 2.6 does not properly handle the

/ |

Risk And Classification

Primary CVSS: v2.0 6.4 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:N

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality
ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update Edition Language

Operating System Linux Linux Kernel 2.4.0 All All All
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Uperating System Redhat  Linux Advanced Workstation 2.1 Al 1ab4 All
Operating System Redhat Linux Advanced Workstation 2.1 All itanium_processor All
Operating System Suse Suse Linux 1.0 All desktop All
Operating System Suse Suse Linux 8 All enterprise_server All
Operating System Suse Suse Linux 8.1 All All All
Operating System Suse Suse Linux 8.2 All All All
Operating System Suse Suse Linux 9.0 All All All
Operating System Suse Suse Linux 9.0 All enterprise_server All
Operating System Suse Suse Linux 9.0 All x86_64 All
Operating System Suse Suse Linux 9.1 All All All
Operating System Suse Suse Linux 9.2 All All All
Operating System Trustix Secure Linux 15 All All All
Operating System Trustix Secure Linux 2.0 All All All
Operating System Trustix Secure Linux 2.1 All All All
Operating System Trustix Secure Linux 2.2 All All All
Operating System Ubuntu Ubuntu Linux 4.1 All ia64 All
Operating System Ubuntu Ubuntu Linux 4.1 All ppc All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Lir
Linux Kernel SMBFS Multiple Remote Vulnerabilities af854a3a-2127-422b-91ae-364da2661108 ww
Secunia - Advisories - Debian update for kernel-source-2.4.18 af854a3a-2127-422b-91ae-364da2661108  sec
IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108  exc
Debian -- Security Information -- DSA-1067-1 kernel-source-2.4.16 af854a3a-2127-422b-91ae-364da2661108 ww
Secunia - Advisories - Debian update for kernel-source-2.4.16 af854a3a-2127-422b-91ae-364da2661108  sex
www.trustix.org/errata/2004/0061 af854a3a-2127-422b-91ae-364da2661108 ww
redhat.com | Red Hat Support af854a3a-2127-422b-91ae-364da2661108 ww

Secunia - Advisories - Linux Kernel smb Filesystem Implementation Multiple Vulnerabilities af854a3a-2127-422b-91ae-364da2661108  sec

Debian -- Security Information -- DSA-1082-1 kernel-source-2.4.17 af854a3a-2127-422b-91ae-364da2661108  ww
'Advisory 14/2004: Linux 2.x smbfs multiple remote vulnerabilities' - MARC af854a3a-2127-422b-91ae-364da2661108 ma
usn/usn-30-1 - Ubuntu Linux af854a3a-2127-422b-91ae-364da2661108  ww
rhn.redhat.com | Red Hat Support af854a3a-2127-422b-91ae-364da2661108 ww
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http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/11695
http://secunia.com/advisories/20202
https://exchange.xforce.ibmcloud.com/vulnerabilities/18137
http://www.debian.org/security/2006/dsa-1067
http://secunia.com/advisories/20162
http://www.trustix.org/errata/2004/0061/
http://www.redhat.com/support/errata/RHSA-2004-537.html
http://secunia.com/advisories/13232/
http://www.debian.org/security/2006/dsa-1082
http://marc.info/?l=bugtraq&m=110072140811965&w=2
https://www.ubuntu.com/usn/usn-30-1/
http://www.redhat.com/support/errata/RHSA-2004-504.html

1ISPUSIULY / Uval TispuSiULy
e-matters : SECURITY

rhn.redhat.com | Red Hat Support
bugzilla.fedora.us/show_bug.cgi

Secunia - Advisories - Debian update for kernel-source-2.4.19
Secunia - Advisories - Debian update for kernel-source-2.4.17
Advisories - Mandriva

Debian -- Security Information -- DSA-1070-1 kernel-source-2.4.19
Debian -- Security Information -- DSA-1069-1 kernel-source-2.4.18
CVE Program record

NVD vulnerability detail

1
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NVD
|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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