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Summary

CVE CVE-2004-0957

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-02-09 05:00:00 UTC

Updated 2019-12-17 17:11:00 UTC

Description Unknown vulnerability in MySQL 3.23.58 and earlier, when a local user has privileges for a database whose name includes a "_" (underscore), grants privileges to other databases that have similar names, which can allow the user to conduct unauthorized activities.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openpkg Openpkg 2.1 All All All

Application Openpkg Openpkg 2.2 All All All

Application Openpkg Openpkg current All All All

Application Openpkg Openpkg 2.1 All All All

Application Openpkg Openpkg 2.2 All All All

Application Openpkg Openpkg current All All All

Application Oracle Mysql 3.20 All All All

Application Oracle Mysql 3.20.32a All All All

Application Oracle Mysql 3.21 All All All

Application Oracle Mysql 3.22 All All All

Application Oracle Mysql 3.22.26 All All All

Application Oracle Mysql 3.22.27 All All All

Application Oracle Mysql 3.22.28 All All All

Application Oracle Mysql 3.22.29 All All All

Application Oracle Mysql 3.22.30 All All All

Application Oracle Mysql 3.22.32 All All All

Application Oracle Mysql 3.23 All All All
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Application Oracle Mysql 3.23 All All All

Application Oracle Mysql 3.23.10 All All All

Application Oracle Mysql 3.23.2 All All All

Application Oracle Mysql 3.23.22 All All All

Application Oracle Mysql 3.23.23 All All All

Application Oracle Mysql 3.23.24 All All All

Application Oracle Mysql 3.23.25 All All All

Application Oracle Mysql 3.23.26 All All All

Application Oracle Mysql 3.23.27 All All All

Application Oracle Mysql 3.23.28 All All All

Application Oracle Mysql 3.23.28 gamma All All

Application Oracle Mysql 3.23.29 All All All

Application Oracle Mysql 3.23.3 All All All

Application Oracle Mysql 3.23.30 All All All

Application Oracle Mysql 3.23.31 All All All

Application Oracle Mysql 3.23.32 All All All

Application Oracle Mysql 3.23.33 All All All

Application Oracle Mysql 3.23.34 All All All

Application Oracle Mysql 3.23.36 All All All

Application Oracle Mysql 3.23.37 All All All

Application Oracle Mysql 3.23.38 All All All

Application Oracle Mysql 3.23.39 All All All

Application Oracle Mysql 3.23.4 All All All

Application Oracle Mysql 3.23.40 All All All

Application Oracle Mysql 3.23.41 All All All

Application Oracle Mysql 3.23.42 All All All

Application Oracle Mysql 3.23.43 All All All

Application Oracle Mysql 3.23.44 All All All

Application Oracle Mysql 3.23.45 All All All

Application Oracle Mysql 3.23.46 All All All

Application Oracle Mysql 3.23.47 All All All

Application Oracle Mysql 3.23.48 All All All

Application Oracle Mysql 3.23.49 All All All

Application Oracle Mysql 3.23.5 All All All

Application Oracle Mysql 3.23.50 All All All

Application Oracle Mysql 3.23.51 All All All
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Application Oracle Mysql 3.23.52 All All All

Application Oracle Mysql 3.23.53 All All All

Application Oracle Mysql 3.23.53a All All All

Application Oracle Mysql 3.23.54 All All All

Application Oracle Mysql 3.23.54a All All All

Application Oracle Mysql 3.23.55 All All All

Application Oracle Mysql 3.23.56 All All All

Application Oracle Mysql 3.23.58 All All All

Application Oracle Mysql 3.23.59 All All All

Application Oracle Mysql 3.23.8 All All All

Application Oracle Mysql 3.23.9 All All All

Application Oracle Mysql 4.0.0 All All All

Application Oracle Mysql 4.0.1 All All All

Application Oracle Mysql 4.0.10 All All All

Application Oracle Mysql 4.0.11 All All All

Application Oracle Mysql 4.0.11 gamma All All

Application Oracle Mysql 4.0.12 All All All

Application Oracle Mysql 4.0.13 All All All

Application Oracle Mysql 4.0.14 All All All

Application Oracle Mysql 4.0.15 All All All

Application Oracle Mysql 4.0.18 All All All

Application Oracle Mysql 4.0.2 All All All

Application Oracle Mysql 4.0.20 All All All

Application Oracle Mysql 4.0.3 All All All

Application Oracle Mysql 4.0.4 All All All

Application Oracle Mysql 4.0.5 All All All

Application Oracle Mysql 4.0.5a All All All

Application Oracle Mysql 4.0.6 All All All

Application Oracle Mysql 4.0.7 All All All

Application Oracle Mysql 4.0.7 gamma All All

Application Oracle Mysql 4.0.8 All All All

Application Oracle Mysql 4.0.8 gamma All All

Application Oracle Mysql 4.0.9 All All All

Application Oracle Mysql 4.0.9 gamma All All

Application Oracle Mysql 3.20 All All All

Application Oracle Mysql 3.20.32a All All All
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Application Oracle Mysql 3.20.32a All All All

Application Oracle Mysql 3.21 All All All

Application Oracle Mysql 3.22 All All All

Application Oracle Mysql 3.22.26 All All All

Application Oracle Mysql 3.22.27 All All All

Application Oracle Mysql 3.22.28 All All All

Application Oracle Mysql 3.22.29 All All All

Application Oracle Mysql 3.22.30 All All All

Application Oracle Mysql 3.22.32 All All All

Application Oracle Mysql 3.23 All All All

Application Oracle Mysql 3.23.10 All All All

Application Oracle Mysql 3.23.2 All All All

Application Oracle Mysql 3.23.22 All All All

Application Oracle Mysql 3.23.23 All All All

Application Oracle Mysql 3.23.24 All All All

Application Oracle Mysql 3.23.25 All All All

Application Oracle Mysql 3.23.26 All All All

Application Oracle Mysql 3.23.27 All All All

Application Oracle Mysql 3.23.28 All All All

Application Oracle Mysql 3.23.28 gamma All All

Application Oracle Mysql 3.23.29 All All All

Application Oracle Mysql 3.23.3 All All All

Application Oracle Mysql 3.23.30 All All All

Application Oracle Mysql 3.23.31 All All All

Application Oracle Mysql 3.23.32 All All All

Application Oracle Mysql 3.23.33 All All All

Application Oracle Mysql 3.23.34 All All All

Application Oracle Mysql 3.23.36 All All All

Application Oracle Mysql 3.23.37 All All All

Application Oracle Mysql 3.23.38 All All All

Application Oracle Mysql 3.23.39 All All All

Application Oracle Mysql 3.23.4 All All All

Application Oracle Mysql 3.23.40 All All All

Application Oracle Mysql 3.23.41 All All All

Application Oracle Mysql 3.23.42 All All All

Application Oracle Mysql 3.23.43 All All All
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Application Oracle Mysql 3.23.44 All All All

Application Oracle Mysql 3.23.45 All All All

Application Oracle Mysql 3.23.46 All All All

Application Oracle Mysql 3.23.47 All All All

Application Oracle Mysql 3.23.48 All All All

Application Oracle Mysql 3.23.49 All All All

Application Oracle Mysql 3.23.5 All All All

Application Oracle Mysql 3.23.50 All All All

Application Oracle Mysql 3.23.51 All All All

Application Oracle Mysql 3.23.52 All All All

Application Oracle Mysql 3.23.53 All All All

Application Oracle Mysql 3.23.53a All All All

Application Oracle Mysql 3.23.54 All All All

Application Oracle Mysql 3.23.54a All All All

Application Oracle Mysql 3.23.55 All All All

Application Oracle Mysql 3.23.56 All All All

Application Oracle Mysql 3.23.58 All All All

Application Oracle Mysql 3.23.59 All All All

Application Oracle Mysql 3.23.8 All All All

Application Oracle Mysql 3.23.9 All All All

Application Oracle Mysql 4.0.0 All All All

Application Oracle Mysql 4.0.1 All All All

Application Oracle Mysql 4.0.10 All All All

Application Oracle Mysql 4.0.11 All All All

Application Oracle Mysql 4.0.11 gamma All All

Application Oracle Mysql 4.0.12 All All All

Application Oracle Mysql 4.0.13 All All All

Application Oracle Mysql 4.0.14 All All All

Application Oracle Mysql 4.0.15 All All All

Application Oracle Mysql 4.0.18 All All All

Application Oracle Mysql 4.0.2 All All All

Application Oracle Mysql 4.0.20 All All All

Application Oracle Mysql 4.0.3 All All All

Application Oracle Mysql 4.0.4 All All All

Application Oracle Mysql 4.0.5 All All All

http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql


Application Oracle Mysql 4.0.5a All All All

Application Oracle Mysql 4.0.6 All All All

Application Oracle Mysql 4.0.7 All All All

Application Oracle Mysql 4.0.7 gamma All All

Application Oracle Mysql 4.0.8 All All All

Application Oracle Mysql 4.0.8 gamma All All

Application Oracle Mysql 4.0.9 All All All

Application Oracle Mysql 4.0.9 gamma All All

Operating System Redhat Enterprise Linux 3.0 All advanced_server All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation_server All

Operating System Redhat Enterprise Linux 3.0 All advanced_server All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation_server All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Suse Suse Linux 8.0 All All All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.2 All All All

Operating System Suse Suse Linux 8.0 All All All

Operating System Suse Suse Linux 8.1 All All All

Operating System Suse Suse Linux 8.2 All All All

Operating System Suse Suse Linux 9.0 All All All

Operating System Suse Suse Linux 9.0 All x86_64 All

Operating System Suse Suse Linux 9.1 All All All

Operating System Suse Suse Linux 9.2 All All All

Operating System Trustix Secure Linux 1.5 All All All

Operating System Trustix Secure Linux 2.0 All All All

Operating System Trustix Secure Linux 2.1 All All All

Operating System Trustix Secure Linux 1.5 All All All

Operating System Trustix Secure Linux 2.0 All All All

Operating System Trustix Secure Linux 2.1 All All All
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Operating System Trustix Secure Linux 2.1 All All All

Operating System Ubuntu Ubuntu Linux 4.1 All ia64 All

Operating System Ubuntu Ubuntu Linux 4.1 All ppc All

Operating System Ubuntu Ubuntu Linux 4.1 All ia64 All

Operating System Ubuntu Ubuntu Linux 4.1 All ppc All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-707-1 mysql DEBIAN www.debian.org

redhat.com | Red Hat Support REDHAT www.redhat.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Advisories - Mandriva MANDRAKE www.mandriva.com

usn/usn-32-1 - Ubuntu Linux UBUNTU www.ubuntu.com

Home - Conectiva CONECTIVA distro.conectiva.com.br

P-018: Red Hat Update MySQL Packages Fix Security Issues and Bugs CIAC www.ciac.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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690298 Free Berkeley Software Distribution (FreeBSD) Security Update for mysql (01c231cd-4393-11d9-8bb9-00065be4b5b6)
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