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The krb5-send-pr script in the kerberos5 (krb5) package in Trustix Secure Linux 1.5 through 2.1, and possibly other operatil
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Mit Kerberos 5 1.34 All All All
Mit Kerberos 5 1.34 All All All

References

Reference Source Link

2004-0050 TRUSTIX  www.trustix.org
Support REDHAT  www.redhat.com
Gentoo Linux Documentation -- MIT krb5: Insecure temporary file use in send-pr.sh GENTOO  www.gentoo.org
136304 — CAN-2004-0971 temporary file vulnerabilities in krb5-send-pr script CONFIRM  bugzilla.redhat.cc
IBM X-Force Exchange XF exchange.xforce.
MIT Kerberos 5 SEND-PR.SH Insecure Temporary File Creation Vulnerability BID www.securityfoct
Repository / Oval Repository OVAL oval.cisecurity.or
Pony Mail! MLIST lists.apache.org
[guacamole-issues] 20210618 [jira] [Created] (GUACAMOLE-1368) Latest docker image fails security scans. lists.apache.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/CVE-2004-0971/mitre
https://cve.report/CVE-2004-0971/nist
https://cve.report/CVE-2004-0971/cve_org
https://cve.report/api/cve/CVE-2004-0971.json
https://cve.report/CVE-2004-0971.pdf
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://www.trustix.org/errata/2004/0050
http://www.redhat.com/support/errata/RHSA-2005-012.html
http://www.gentoo.org/security/en/glsa/glsa-200410-24.xml
http://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=136304
https://exchange.xforce.ibmcloud.com/vulnerabilities/17583
http://www.securityfocus.com/bid/11289
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10497
https://lists.apache.org/thread.html/rc713534b10f9daeee2e0990239fa407e2118e4aa9e88a7041177497c@%253Cissues.guacamole.apache.org%253E
https://lists.apache.org/thread.html/rc713534b10f9daeee2e0990239fa407e2118e4aa9e88a7041177497c%2540%253Cissues.guacamole.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2004-0971
https://nvd.nist.gov/vuln/detail/CVE-2004-0971

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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